—

Hewlett Packard
Enterprise

HPE Comware 7
NETCONF XML API Reference

The information in this document is subject to change without notice.
© Copyright 2018 Hewlett Packard Enterprise Development LP




Contents

ACL/GIOUS +++# s v e e ees e s st e e e
MIVIL STIUGCTUIE ## v v v v v eennnnnnnnnnnnnnnnnsssssssssssssssssssssssssssssseseesssssesesseeeeseeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeesrrereenes
TaDIE DESCHIPHION -+ v e eeen ettt
(@0 [T 1878 =

ACL/NAMEUGIOUS «++#x e srrrteerse sttt e e e
MIVIL STIUGCTUI@ ## v v v v v vvennnnnnnnnnnnnnnnsssssssssssssssssssssssssssssseseessssssseeseseeseeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeerrereeennns
TabIE DESCHIPHION -+ v eern ettt
(@0 1111878 E=

ACL/Pf||terApp|y ..........................................................................................................................
MIVIL STIUGCTUIE ## v v v v v veennnnnnnnnnnnnnnnnnsssssssssssssssssssssssssssseseessseeesesseeeeseeeeeeseeeeeeeeeeeeeeeeeeeeeeererererereenns
TabIE DESCHIPHION -+ v eeen et
(@0 1111878 E=

ACL/ZONEPAIIPTIEIADPPIY «« - cvre ettt
MIVIL STIUGCTUI@ #+ v v v v v v ennnnnnnnnnnnnnnnnnnsssssssssssssssssssssssssssseseesseeessesseeeeseeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeerrereeeenns
TabIE DESCHIPHION -+ v e eern et
(@0 [T 878 =



ACL
ACL/Groups

This table contains ACL information.

XML structure

<ACL>
<Groups>
<Group>
<GroupType></GroupType>
<GrouplD></GrouplD>
<CountClear></CountClear>
</Group>
</Groups>
</ACL>

Table description

Item Description

Feature name ACL

Table name Groups

Table type Multi-instance table

Row name Group

Restrictions None

Columns

Column Co'””?”. Column Data type and restrictions Remarks

name description type
Enumeration:
. 1—IPv4.

GroupType ACL type. Index e 2—|Pv6. N/A
. 3—MAC.

o 4—User-defined.

Unsigned integer.

GrouplD ACL number. Index
Value range: 2000 to 5999.

CountClear Resets counters. | N/A This column must be empty.

The value range
depends on the
GroupType column.

N/A

2000 to 5999 if
GroupType is 1.

2000 to 3999 if
GroupType is 2.



ACL/NamedGroups

This table contains named ACL information.

XML structure

<ACL>
<NamedGroups>
<Group>

<GroupType></GroupType>

<GrouplIndex></Grouplndex>

<CountClear></CountClear>

</Group>
</NamedGroups>
</ACL>

Table description

Item Description

Feature name ACL

Table name NamedGroups

Table type Multi-instance table

Row name Group

Restrictions None

Columns

Column CO'U'T‘”. Column Data type and restrictions Remarks

name description type
Enumeration:
o 1—IPv4.

GroupType ACL type. Index e 2—|Pv6. N/A
¢ 3—MAC.

4—User-defined.



Column Column Column Data type and restrictions Remarks

name description type
An ACL name must start
with an English letter
and cannot be all.
String. The value range
Length: 1 to 63 characters. depends on the
e ACL name: GroupType column.
ACL name or Case-insensitive string of = ¢ 2000 to 3999 if
Grouplndex Index g .
P number. 1 to 63 characters. GroupType is 1.
e ACL number: e 2000 to 3999 if
String of digits in the GroupType is 2.
range of 2000 to 5999. e 4000 to 4999 if
GroupType is 3.
e 5000 to 5999 if
GroupType is 4.
CountClear Resets counters. | N/A This column must be empty. N/A

ACL/PfilterApply

This table contains packet filter application information.

XML structure

<ACL>
<PfilterApply>
<Pfilter>

<AppObjType></AppObjType>
<AppObj Index></AppObj Index>
<AppDirection></AppDirection>
<AppAcliType></AppAclType>
<AppAcliGroup></AppAciGroup>
<CountClear></CountClear>

</Pfilter>
</PFfilterApply>

</ACL>

Table description

Item Description
Feature name ACL

Table name PfilterApply

Table type Multi-instance table
Row name Pfilter

Restrictions None



Columns

Column name

AppObjType

AppObjindex

AppDirection

AppAciType

AppAclGroup

CountClear

ACL/ZonePairPfilterApply

This table contains packet filter application information for zone-pair.

Column
description

Type of the
application
object.

Index of the
application
object.

Application
direction.

ACL type.

ACL name or
number.

Resets
counters.

Column
type

Index

Index

Index

Index

Index

N/A

Data type and
restrictions
Enumeration:
. 1—Interface.
. 2—VLAN.
. 3—Global.

Unsigned integer.

Value range: 0 to
4294967295.

Enumeration:
. 1—Inbound.
. 2—Outbound.

Enumeration:

. 1—IPv4.

. 2—IPv6.

. 3—Ethernet frame
header ACL.

. 4—User-defined
ACL.

e  5—ACL with the
default action.

String.
Length: 1 to 63
characters.

. ACL name:
Case-insensitive
string of 1 to 63
characters.

. ACL number:
String of digits
valued O or in the
range of 2000 to
5999.

This column must be
empty.

Remarks

N/A

The value depends on the
AppObjType column.

) Interface index if
AppObjType is 1.

e  VLANID in the range
of 1 to 4094 if
AppObjType is 2.

e Thevalueis O if
AppObjType is 3.

N/A

e Type5is a special
ACL.

An ACL name must start
with an English letter and
cannot be all.

The value range depends
on the AppAciType column.

e 2000 to 3999 if
AppAcIType is 1.

e 2000 to 3999 if
AppAclType is 2.

e 4000 to 4999 if
AppAcIType is 3.

e 5000 to 5999 if
AppAciType is 4.

o  Oif AppAclType is 5.

N/A



XML structure

<ACL>

<ZonePairPFfilterApply>

<Pfilter>

<SrcZone></SrcZone>

<DestZone></DestZone>

<AclType></AclType>

<AclGroup></AclGroup>

<Clear></Clear>

</PFfilter>

</ZonePairPfilterApply>

</ACL>

Table description

Item
Feature name

Description
ACL

Table name ZonePairPfilterApply
Table type Multi-instance table
Row name Pfilter
Restrictions None
Columns
Column Column Data type and
Column name - - Lyp Remarks
description type restrictions
String, case insensitive.
SrcZone Name of the Inde Cannot contain midline( - )
source zone. X e Length:1to31 N it :
characters.
Name of the String, case insensitive.
DestZone destination Index e Length:1to 31 Cannot contain midline( - ).
Zone. characters.
Enumeration: _ )
. 1—IPv4 ACL. Type 3 is not supported in
AciType ACL type Index the current software
' ° 2—IPv6 ACL. version, and is reserved for
e  3—Ethernet frame future support.
header ACL.
An ACL name must start
e ACL name: with an English letter and
Case-insensitive cannot be all.
string of 1 to 63
The value range depends
AclGroup ACL name or Index characters. on the AppAciType column.
number. e ACL number:

An unsigned integer
in the range of 2000
to 5999.

e 2000 to 5999 if
AppAclIType is 1.

e 2000 to 3999 if
AppAcIType is 2.



Column name

Clear

Column
description

Resets
counters.

Column
type

N/A

Data type and

7 Remarks
restrictions

This column must be N/A
empty.
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ACL
ACL/Groups

This table contains ACL information.

XML structure

<ACL>
<Groups>
<Group>
<GroupType></GroupType>
<GrouplD></GrouplD>
<MatchOrder></MatchOrder>
<Step></Step>
<Name></Name>
<Description></Description>
</Group>
</Groups>
</ACL>

Table description

Item Description
Feature name ACL

Table name Groups

Table type Multi-instance table
Row name Group

Restrictions None

Support for row creation and deletion | Yes

Columns
Column Column Colum | Data type and
. .2 Remarks

name description ntype | restrictions
Enumeration:
e 1—IPv4.

GroupType = ACL type Index e 2—IPv6. N/A
. 3—MAC.

. 4—User-defined.



Column
name

GrouplD

MatchOrder

Step

Name

Description

Column
description

ACL number

Order in which
the rules are
sorted

ACL rule
numbering
step

ACL name

ACL
description

Colum
n type

Index

N/A

N/A

N/A

N/A

ACL/NamedGroups

This table contains named ACL information.

XML structure

<ACL>

<NamedGroups>

<Group>

<GroupType></GroupType>

Data type and
restrictions

Unsigned integer.

Value range: 2000 to
5999.

Enumeration:

e 1—Config
(default). In this
order, rules are
sorted in
ascending order of
rule ID.

. 2—Auto. In this
order, rules are
sorted in
depth-first order.

Unsigned integer.
Value range: 1 to 20.
Default: 5.

String, case-insensitive.

Length: 1 to 63
characters.

The string must start
with an English letter.
String, case-sensitive.

Length: 1 to 127
characters.

Remarks

The value range depends on the
GroupType column.
e 2000 to 5999 if GroupType is 1.
o IPv4 basic ACL: 2000 to
2999.
o IPv4 advanced ACL: 3000 to
3999.
o Ethernet frame header ACL:
4000 to 4999.
o User-defined ACL: 5000 to
5999.
e 2000 to 3999 if GroupType is 2.
o IPv6 basic ACL: 2000 to
2999.

o IPv6 advanced ACL: 3000 to
3999.

The match order can only be
modified for ACLs that do not contain
any rules.

The match order can only be config
for user-defined ACLs.

The rule numbering step for
user-defined ACLs can only be 5.

Name is not supported for
number ACL, and it will be
ignored if specified.

By default, an ACL has no
description.



<GroupCategory></GroupCategory>

<GrouplIndex></Grouplndex>
<MatchOrder></MatchOrder>
<Step></Step>

<Description></Description>

</Group>
</NamedGroups>
</ACL>

Table description

Columns

Item Description
Feature name ACL
Table name NamedGroups
Table type Multi-instance table
Row name Group
Restrictions None
Support for row creation and deletion | Yes
Column Column Colum | Data type and
- L7 Remarks
name description ntype  restrictions
Enumeration:
. 1—IPv4.
GroupType = ACL type Index o 2—IPv6. N/A
. 3—MAC.
e  4—User-defined.
The value range depends on the
Enumeration: GroupType column.
GroupCateg e  O—invalid. e 1to2if GroupTypeis 1 or 2.
ACL Categor Inde .
ory gory x . 1—Dbasic. o basicACL: 1.
. 2—advanced. o advanced ACL: 2.
e 0if GroupType is 3 or 4.
An ACL name must start with an
English letter and cannot be all.
String. The value range depends on the
Lﬁngth: 1to 63 GroupType column.
c ar'“X’tCeLrS' _ « 2000 to 3999 if GroupType is 1.
A ol o IPv4 basic ACL: 2000 to
Groupindex ACLbname or Index string of 1 to 63 2999.
number characters. o |3F;\éaé advanced ACL: 3000 to

e  ACL number:
String of digits in
the range of 2000
to 5999.

e 2000 to 3999 if GroupType is 2.

o IPv6 basic ACL: 2000 to
2999.

o IPv6 advanced ACL: 3000 to
3999.



Column Column Colum | Data type and
name description ntype | restrictions

Enumeration:

e 1—Config
(default). In this
order, rules are

Order in which sorted in
MatchOrder = the rules are N/A ascending order of
sorted rule ID.

. 2—Auto. In this
order, rules are
sorted in
depth-first order.

ACL rule Unsigned integer.
Step numbering N/A Value range: 1 to 20.
step Default: 5.
String, case-sensitive.
D ipti ACL N/A
escription description Length: 1 to 127

characters.

ACL/Intervals

This table contains ACL interval information.

XML structure

<ACL>
<Intervals>
<Interval>
<IntervalType></IntervalType>
<IntervalValue></IntervalValue>
</Interval>
</Intervals>
</ACL>

Table description

Remarks

e 4000 to 4999 if GroupType is 3.

o Ethernet frame header ACL:
4000 to 4999.

e 5000 to 5999 if GroupType is 4.
User-defined ACL: 5000 to 5999.

The match order can only be
modified for ACLs that do not contain
any rules.

The match order can only be config
for user-defined ACLs.

The rule numbering step for

user-defined ACLs can only be 5.

By default, an ACL has no
description.

Item Description
Feature name ACL

Table name Intervals

Table type Multi-instance table

Row name Interval



Restrictions None

Support for row creation and deletion | Yes

Columns

Column Column

Column name -
description type

The type of

IntervalType the interval Index
The value of
IntervalValue the interval N/A

ACL/IPv4BasicRules

Data type and
restrictions

Enumeration:
e 1—logging.
. 2—trap.

Unsigned integer.

Value range: 5 to
1440.

This table contains information about IPv4 basic ACL rules.

XML structure

<ACL>
<IPv4BasicRules>
<Rule>

<GrouplD></GrouplD>
<RulelD></RulelD>
<Action></Action>
<SrcAny></SrcAny>

<SrclPv4>

<SrclPv4Addr></SrclPv4Addr>

<SrclIPv4Wildcard></SrclPv4Wildcard>

</SrclPv4>

<SrcObjectGroup></SrcObjectGroup>

<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
</Rule>
</IPv4BasicRules>
</ACL>

Remarks

The type of the interval specified
for generating packet filtering
logs or traps.

You cannot create, merge, or
replace an interval when there is
an effective interval of a different

type.

It must be a multiple of 5.



Table description

Item

Feature name

Table name
Table type
Row name

Restrictions

Support for row creation and deletion

Description
ACL

IPv4BasicRules
Multi-instance table
Rule

None

Yes

Columns
Column Column Column -
name description type Data type and restrictions | Remarks
] ] You must create an ACL
GroupID ACL number Index Unsigned integer. first before you create,
' Value range: 2000 to 2999. = Mmerge, or replace rules for
It.
If you set this column to
. di 65535, the system
Unsigned integer. automatically assigns a
RulelD Rule ID Index Value range: 0 to 65535. new rule ID. This rule ID is
The value 65535 is an invalid the Qearest higher .
rule ID. multiple of the numbering
step to the current highest
rule ID, starting from 0.
You cannot specify an
action when you remove
Actil(znton Enumeration: or delete a rule.
; packets You must specify an
Action . N/A 1—Deny. : P
matching the * v action when you replace a
rule. e 2—Permit rule, or when you merge
or create a rule that does
not exist.
Boolean:
Whether a rule * true—Matches any .
matches any source IP addresses This column must be
SrcAny source IP N/A (default). configured together with
addresses. e false—Matches the the SrclPv4 column.
specified source IP
address.
This column must be
S Pya Dat Members include: configured together with
ource IPv ata
SrelPva information structure *  SrclPv4Addr. the SreAny column.
e  SrclPv4Wildcard. The two members must
both be specified.
Example: 1.1.1.1.
Source IPv4 String, dotted decimal This column is available
SrclPv4Addr address. N/A notation.

when the SrcAny column
is false.



Column
name

SrclPv4Wildc
ard

SrcObjectGro
up

Fragment

TimeRange

VRF

Counting

Logging

Comment

Column
description

Wildcard mask
for the source
IPv4 address.

Source object
group name.

Whether a rule
matches only
non-first
fragments.

Time range.

VRF.

Whether to
count the rule
matches.

Whether to log
rule match
events.

Rule
comment.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

String, dotted decimal
notation.

String, case-insensitive.
Length: 1 to 31 characters.

Boolean:
e  true—Matches only
non-first fragments.

o false—Matches both
fragments and

non-fragments (default).

String, case-insensitive.
Length: 1 to 32 characters.
The string must start with an
English letter.

String, case-sensitive.
Length: 1 to 31 characters.

Boolean:

. true—Counts the rule
matches.

. false—Does not count
the rule matches

(default).

Boolean:

e  true—Logs rule match
events.

o false—Does not log
rule match events
(default).

String, case-sensitive.
Length: 1 to 127 characters.

ACL/IPv4NamedBasicRules

This table contains information about namd IPv4 basic ACL rules.

Remarks

It must be empty when the
SrcAny column is true.
Example: 255.255.255.0.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column and the
SrcAny column cannot
both be configured.

N/A

It cannot be the word all.

N/A

N/A

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for a rule.



XML structure

<ACL>
<IPv4NamedBasicRules>
<Rule>

<GrouplIndex></Grouplndex>
<RulelD></RulelD>
<Action></Action>
<SrcAny></SrcAny>
<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>
</SrclPv4>
<SrcObjectGroup></SrcObjectGroup>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>

<Logging></Logging>
<Comment></Comment>
</Rule>
</IPv4NamedBasicRules>
</ACL>

Table description

Item

Feature name

Description
ACL

Table name IPv4NamedBasicRules
Table type Multi-instance table
Row name Rule

Restrictions None

Support for row creation and deletion Yes

Columns
Column CO'“".“”. Column Data type and restrictions | Remarks
name description type
String.
Length: 1 to 63 characters.
e ACL name: You must create an ACL
Grouplndex ACL nameor . Case-insensitive string  first before you create,

number.

of 1 to 63 characters.
. ACL number:

String of digits in the

range of 2000 to 2999.

merge, or replace rules for
it.



Column
name

RulelD

Action

SrcAny

SrclPv4

SrclPv4Addr

SrclPv4Wildc
ard

SrcObjectGro
up

Fragment

TimeRange

Column
description

Rule ID.

Action on
packets
matching the
rule.

Whether a rule
matches any
source IP
addresses.

Source IPv4
information.

Source IPv4
address.

Wildcard mask
for the source
IPv4 address.

Source object
group name.

Whether a rule
matches only
non-first
fragments.

Time range.

Column
type

Index

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Unsigned integer.
Value range: 0 to 65535.

The value 65535 is an invalid
rule ID.

Enumeration:
. 1—Deny.
. 2—Permit.

Boolean:

e true—Matches any
source IP addresses
(default).

. false—Matches the
specified source IP
address.

Members include:
. SrclPv4Addr.
. SrclPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.

Length: 1 to 31 characters.

Boolean:

e  true—Matches only
non-first fragments.

o false—Matches both
fragments and
non-fragments (default).

String, case-insensitive.
Length: 1 to 32 characters.

Remarks

If you set this column to
65535, the system
automatically assigns a
new rule ID. This rule ID is
the nearest higher
multiple of the numbering
step to the current highest
rule ID, starting from 0.

You cannot specify an
action when you remove
or delete a rule.

You must specify an
action when you replace a
rule, or when you merge
or create a rule that does
not exist.

This column must be
configured together with
the SrclIPv4 column.

This column must be
configured together with
the SrcAny column.

The two members must
both be specified.
Example: 1.1.1.1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.
Example: 255.255.255.0.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column and the
SrcAny column cannot
both be configured.

N/A

It cannot be the word all.



Column Column Column
name description type
VRF VRF. N/A
Whether to
Counting count the rule N/A
matches.
Whether to log
Logging rule match N/A
events.
Rule
Comment comment. N/A

ACL/IPv6BasicRules

Data type and restrictions

The string must start with an
English letter.

String, case-sensitive.
Length: 1 to 31 characters.

Boolean:

. true—Counts the rule
matches.

. false—Does not count
the rule matches

(default).

Boolean:

e  true—Logs rule match
events.

o false—Does not log
rule match events
(default).

String, case-sensitive.
Length: 1 to 127 characters.

This table contains information about IPv6 basic ACL rules.

XML structure

<ACL>
<IPv6BasicRules>
<Rule>

<GrouplD></GrouplD>

<RulelD></RulelD>

<Action></Action>

<SrcAny></SrcAny>

<SrclPv6>
<SrclIPv6Addr></SrclIPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>

</SrclPv6>

<SrcObjectGroup></SrcObjectGroup>

<RoutingTypeAny></RoutingTypeAny>

<RoutingTypeValue></RoutingTypeValue>

<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>

10

Remarks

N/A

N/A

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for arule.



<Logging></Logging>
<Comment></Comment>
</Rule>
</IPv6BasicRules>
</ACL>

Table description

Item Description
Feature name ACL

Table name IPv6BasicRules
Table type Multi-instance table
Row name Rule

Restrictions None

Support for row creation and deletion | Yes

Columns
Column Colun_m_ Column Data type and restrictions Remarks
name description type
Unsi di You must create an ACL
nsigned integer. i
GrouplD ACL number. | Index g g first before you create,
Value range: 2000 to 2999. merge, or replace rules for

it.
If you set this column to
65535, the system

Unsigned integer. automatically assigns a
Value range: 0 to 65535. new rule ID. This rule ID is

RulelD Rule ID. Index th t hiah
The value 65535 is an invalid rule € nearest nigner .
ID. multiple of the numbering
step to the current highest
rule ID, starting from O.
You cannot specify an
action when you remove
Actil(()nton Enumeration: or delete a rule.
; packets You must specify an
Action : N/A 1—Deny. , P
matching the * v action when you replace a
rule. * 2—Permit rule, or when you merge
or create a rule that does
not exist.
Wheth | Boolean:
ether a rule .
matches any e  true—Matches any source This column must be
SrcAny source IP N/A IPv6 addresses (default). configured together with
addresses. o false—Matches the specified = the SrcIPv6 column.
source IPv6 address.
Source IPve | Dara | MemDers include: Configured together with
ource IPvi ata
SrelPve information. structure | ®  SrcIPvBAddr. the SrcAny column.

*  SrclPv6Prefix. The two members must

11



Column
name

SrclPv6Ad
dr

SrclPv6Pr
efix

SrcObject
Group

RoutingTy
peAny

RoutingTy
peValue

Fragment

TimeRang
e

VRF

Counting

Logging

Comment

Column
description

Source IPv6
address.

Length of the
source IPv6
address prefix.

Source object
group name.

Whether a rule
matches any
types of
routing
header.

Routing
header type.

Whether a rule
matches only
non-first
fragments.

Time range.

VRF.

Whether to
count the rule
matches.

Whether to log
rule match
events.

Rule
comment.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.
Length: 1 to 31 characters.

Boolean:

e true—Matches any types of
routing header.

o false—Matches the specified
type of routing header
(default).

Unsigned integer.
Value range: 0 to 255.

Boolean:
e  true—Matches only non-first
fragments.

o false—Matches both
fragments and non-fragments
(default).

String, case-insensitive.

Length: 1 to 32 characters.

The string must start with an

English letter.

String, case-sensitive.

Length: 1 to 31 characters.

Boolean:

. true—Counts the rule
matches.

e false—Does not count the
rule matches (default).
Boolean:

e true—Logs rule match
events.

o false—Does not log rule
match events (default).

String, case-sensitive.
Length: 1 to 127 characters.
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Remarks
both be specified.

Example: 1:1::1:1.
This column is available

when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column and the
SrcAny column cannot
both be configured.

This column and the
RoutingTypeValue
column cannot both be
configured.

This column and the
RoutingTypeAny column
cannot both be
configured.

N/A

It cannot be the word all.

N/A

N/A

N/A

A comment can only be
configured for an existing
rule.



Column Column
name description type

Column

Data type and restrictions

ACL/IPv6NamedBasicRules

This table contains information about named IPv6 basic ACL rules.

XML structure

<ACL>
<IPv6NamedBasicRules>
<Rule>

<GrouplIndex></Grouplndex>
<RulelD></RulelD>
<Action></Action>
<SrcAny></SrcAny>
<SrclPv6>

<SrclPv6Addr></SrclPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>

</SrclPv6>

<SrcObjectGroup></SrcObjectGroup>

<RoutingTypeAny></RoutingTypeAny>

<RoutingTypeValue></RoutingTypeValue>

<Fragment></Fragment>

<TimeRange></TimeRange>

<VRF></VRF>

<Counting></Counting>

<Logging></Logging>

<Comment></Comment>

</Rule>
</IPv6NamedBasicRules>
</ACL>

Table description

Remarks

When the MatchOrder
column is 2, you can
modify only the comment
for arule.

Item

Feature name
Table name
Table type
Row name
Restrictions

Support for row creation and deletion

Description
ACL

IPv6NamedBasicRules
Multi-instance table
Rule

None

Yes

13



Columns

Column
name

Groupinde
X

RulelD

Action

SrcAny

SrclPv6

SrclPv6Ad
dr

SrclPv6Pr
efix

SrcObject
Group

Column
description

ACL name or
number.

Rule ID.

Action on
packets
matching the
rule.

Whether a rule
matches any
source IP
addresses.

Source IPv6
information.

Source IPv6
address.

Length of the
source IPv6
address prefix.

Source object
group name.

Column
type

Index

Index

N/A

N/A

Data
structure

N/A

N/A

N/A

Data type and restrictions

String.
Length: 1 to 63 characters.

e ACL name:
Case-insensitive string of 1 to
63 characters.

e ACL number:
String of digits in the range of
2000 to 2999.

Unsigned integer.
Value range: 0 to 65535.

The value 65535 is an invalid rule
ID.

Enumeration:
. 1—Deny.
. 2—Permit.

Boolean:

e  true—Matches any source
IPv6 addresses (default).

o false—Matches the specified
source IPv6 address.

Members include:

. SrclPv6Addr.
. SrclPv6Prefix.

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.
Length: 1 to 31 characters.
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Remarks

You must create an ACL
first before you create,
merge, or replace rules for
it.

If you set this column to
65535, the system
automatically assigns a
new rule ID. This rule ID is
the nearest higher
multiple of the numbering
step to the current highest
rule ID, starting from 0.

You cannot specify an
action when you remove
or delete a rule.

You must specify an
action when you replace a
rule, or when you merge
or create a rule that does
not exist.

This column must be
configured together with
the SrcIPv6 column.

This column must be
configured together with
the SrcAny column.

The two members must
both be specified.

Example: 1:1::1:1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column and the
SrcAny column cannot
both be configured.



Column
name

RoutingTy

peAny

RoutingTy
peValue

Fragment

TimeRang
e

VRF

Counting

Logging

Comment

Column
description

Whether a rule
matches any
types of
routing
header.

Routing
header type.

Whether a rule
matches only
non-first
fragments.

Time range.

VRF.

Whether to
count the rule
matches.

Whether to log
rule match
events.

Rule
comment.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Boolean:

e true—Matches any types of
routing header.

o false—Matches the specified
type of routing header
(default).

Unsigned integer.
Value range: 0 to 255.

Boolean:

e  true—NMatches only non-first
fragments.

o false—Matches both
fragments and non-fragments
(default).

String, case-insensitive.

Length: 1 to 32 characters.

The string must start with an

English letter.

String, case-sensitive.

Length: 1 to 31 characters.

Boolean:

. true—Counts the rule
matches.

. false—Does not count the
rule matches (default).
Boolean:

e true—Logs rule match
events.

o false—Does not log rule
match events (default).

String, case-sensitive.
Length: 1 to 127 characters.

ACL/IPv4AdvanceRules

This table contains information about IPv4 advanced ACL rules.

XML structure

<ACL>

<l1Pv4AdvanceRules>

15

Remarks

This column and the
RoutingTypeValue
column cannot both be
configured.

This column and the
RoutingTypeAny column
cannot both be
configured.

N/A

It cannot be the word all.

N/A

N/A

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for a rule.



<Rule>
<GrouplD></GrouplD>
<RulelD></RulelD>
<Action></Action>
<ProtocolType></ProtocolType>
<SrcAny></SrcAny>
<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>
</SrclPv4>
<SrcObjectGroup></SrcObjectGroup>
<DstAny></DstAny>
<DstlIPv4>
<Dstl1Pv4Addr></DstlIPv4Addr>
<DstlIPv4Wildcard></DstlPv4Wildcard>
</DstlIPv4>
<DstObjectGroup></DstObjectGroup>
<DSCP></DSCP>
<DSCPRange>
<StartDSCP></StartDSCP>
<EndDSCP></EndDSCP>
</DSCPRange>
<Precedence></Precedence>
<TOS></TOS>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP>
<ICMPType></I1CMPType>
<ICMPCode></1CMPCode>
</1CMP>
<Fragment></Fragment>
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<TimeRange></TimeRange>
<VRF></VRF>

<QoSLocal ID></QoSLocal ID>
<EncapType></EncapType>

<InProtocolType></InProtocolType>

<VxlanlD></VxlanlD>
<InSrcAny></1InSrcAny>
<InSrclPv4>

<InSrclPv4Addr></InSrclPv4Addr>
<InSrclPv4Wi ldcard></InSrclPv4Wildcard>

</InSrclPv4>
<InDstAny></InDstAny>
<InDstlPv4>

<InDstiPv4Addr></InDstlPv4Addr>
<InDstlIPv4Wi ldcard></InDstlPv4Wildcard>

</InDstlPv4>
<InSrcPort>

<InSrcPortOp></InSrcPortOp>

<InSrcPortValuel></InSrcPortValuel>

<InSrcPortValue2></InSrcPortValue2>

</InSrcPort>
<InDstPort>

<InDstPortOp></InDstPortOp>
<InDstPortValuel></InDstPortValuel>
<InDstPortValue2></InDstPortValue2>

</InDstPort>

<InEstablished></InEstablished>

<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
</Rule>
</I1Pv4AdvanceRules>
</ACL>

Table description

Item

Feature name
Table name
Table type
Row name
Restrictions

Support for row creation and deletion

Description
ACL

IPv4AdvanceRules
Multi-instance table
Rule
None

Yes
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Columns

Column
name

GrouplD

RulelD

Action

ProtocolTy
pe

SrcAny

SrclPv4

SrclPv4Ad
dr

SrclPv4Wi
Idcard

Column
description

ACL number.

Rule ID.

Action on packets
matching the rule.

Protocol type.

Whether a rule
matches any
source IP
addresses.

Source IPv4
information.

Source IPv4
address.

Wildcard mask for
the source IPv4
address.

Column
type

Index

Index

N/A

N/A

N/A

Data
structure

N/A

N/A

Data type and restrictions

Unsigned integer.
Value range: 3000 to 3999.

Unsigned integer.
Value range: 0 to 65535.

The value 65535 is an invalid
rule ID.

Enumeration:
. 1—Deny.
. 2—Permit.

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all
IPv4 protocols.

Boolean:

e true—Matches any
source IP addresses
(default).

° false—Matches the
specified source IP
address.

Members include:
. SrclPv4Addr.
. SrclPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

Remarks

You must create an ACL
first before you create,
merge, or replace rules for
it.

If you set this column to
65535, the system
automatically assigns a
new rule ID. This rule ID is
the nearest higher
multiple of the numbering
step to the current highest
rule ID, starting from 0.

You cannot specify an
action when you remove
or delete a rule.

You must specify an
action when you replace a
rule, or when you merge
or create a rule that does
not exist.

You cannot specify a
protocol type when you
remove or delete a rule.

You must specify a
protocol type or an
encapsulation type when
you replace a rule, or
when you merge or create
a rule that does not exist.

The VXLAN
encapsulation supports
this column.

This column must be
configured together with
the SrclIPv4 column.

This column must be
configured together with
the SrcAny column.

The two members must
both be specified.
Example: 1.1.1.1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.
Example: 255.255.255.0.

This column is available
when the SrcAny column
is false.



Column
name

SrcObject
Group

DstAny

DstIPv4

DstlPv4Ad
dr

DstIPv4Wi
Idcard

DstObject
Group

DSCP

DSCPRan
ge

StartDSC
P

EndDSCP

Precedenc
e

TOS

Column
description

Source object
group name.

Whether a rule
matches any
destination IP
addresses.

Destination IPv4
information.

Destination IPv4
address.

Wildcard mask for
the destination
IPv4 address.

Destination object
group name.

DSCP priority.

DSCP priority
range.

Start DSCP
priority of a DSCP
priority range.

End DSCP priority
of a DSCP priority
range.

IP precedence.

ToS preference.

Column
type

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data type and restrictions

String, case-insensitive.
Length: 1 to 31 characters.

Boolean:

e true—Matches any
destination IP
addresses (default).

o false—Matches the
specified destination IP
address.

Members include:
o DstIPv4Addr.
o DstIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.
Length: 1 to 31 characters.

Unsigned integer.
Value range: 0 to 63.

Members include:
. StartDSCP
. EndDSCP

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 7.

Unsigned integer.
Value range: 0 to 15.

Remarks

It must be empty when the
SrcAny column is true.

This column and the
SrcAny column cannot
both be configured.

The VXLAN
encapsulation supports
this column.

This column must be
configured together with
the DstIPv4 column.

This column must be
configured together with
the DstAny column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

Example: 255.255.255.0.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

This column and the
DstAny column cannot
both be configured.

N/A

DSCP and DSCPRange
cannot be specified
together.

The end DSCP must be
greater than start DSCP.

N/A

The DSCP priority and the
IP precedence cannot
both be specified.

The DSCP priority and the
ToS precedence cannot
both be specified.



Column
name

SrcPort

SrcPortOp

SrcPortVal
uel

SrcPortVal
ue2

DstPort

DstPortOp

DstPortVal
uel

DstPortVal
ue2

TcpFlag

Column
description

Source port
information.

Source port
operator.

Start source port.

End source port.

Destination port
information.

Destination port
operator.

Start destination
port.

End destination
port.

TCP flags.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data
structure.
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Data type and restrictions

Members include:

. SrcPortOp.

e  SrcPortValuel.
e  SrcPortValue2.

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. DstPortOp.

e  DstPortValuel.
. DstPortValue2.

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e  5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. ACK.
. FIN.

. PSH.
. RST.
. SYN.
. URG.

Remarks

Only the TCP and UDP
protocols and the VXLAN
encapsulation support this
column.

The members must be all
specified.

N/A

N/A

When SrcPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
source port is not
available.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When DstPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
destination port is not
available.

N/A



Column
name

ACK

FIN

PSH

RST

SYN

URG

Establishe
d

ICMP

ICMPType

ICMPCod
e

Column
description

ACK flag in a TCP
packet.

FIN flag in a TCP
packet.

PSH flag in a TCP
packet.

RST flag ina TCP
packet.

SYN flag in a TCP
packet.

URG flag ina TCP
packet.

Whether a rule
matches flags
indicating the
established status
ofa TCP
connection.

ICMP messages.

Type of ICMP
messages.

Code of ICMP
messages.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Unsigned integer.

Value range: 0 or 1.

e 0—ACK flag is not set.
e 1—ACKflag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—FIN flag is not set.
e 1—FINflagis set.

Unsigned integer.

Value range: 0 or 1.

e 0—PSH flag is not set.
e 1—PSH flag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—RST flag is not set.
e 1 —RSTflag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—SYN flag is not set.
e 1—SYNflag is set.
Unsigned integer.

Value range: O or 1.

¢ 0—URG flag is not set.
e 1—URGflagis set.

Boolean:

. true—Matches the
flags.

e false—Ignores the
flags.

Members include:
. ICMPType.
. ICMPCode.

Unsigned integer.
Value range: 0 to 255.

Unsigned integer.
Value range: 0 to 256.

The value 256 indicates that
no ICMP message code is
specified.

Remarks

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

On a router, the rule
matches TCP connection
packets with the ACK or
RST flag set. On a switch,
the availability and usage
of this column depend on
the device model.

This column and the
TcpFlag column cannot
both be configured.

The members must both
be specified.

Only the ICMP protocol
supports this column.

Only the ICMP protocol
supports this column.



Column
name

Fragment

TimeRang
e

VRF

QoSLocall
D

EncapTyp
e

InProtocol
Type

VxlanID

InSrcAny

Column Column
description type
Whether a rule

matches only N/A
non-first

fragments.

Time range. N/A
VRF. N/A
Local QoS ID. N/A
Encapsulation N/A
type.

Inner protocol N/A
type.

VXLAN ID. N/A
Whether a rule

matches any inner N/A
source IP

addresses.
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Data type and restrictions

Boolean:
e true—Matches only
non-first fragments.

o false—Matches both
fragments and

non-fragments (default).

String, case-insensitive.
Length: 1 to 32 characters.
The string must start with an
English letter.

String, case-sensitive.
Length: 1 to 31 characters.

Unsigned integer.

Value range: 1 to 4095.

Members include:

e  VXLAN encapsulation.
e  GRE encapsulation.

. IPINIP encapsulation.

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all
IPv4 protocols.

Unsigned integer

Value range: 0 to 16777215

Boolean:

e true—Matches any
inner source IP
addresses (default).

o false—Matches the

specified inner source
IP address.

Remarks

N/A

It cannot be the word all.

N/A

N/A

You cannot specify an
encapsulation type when
you remove or delete a
rule.

If you specify an
encapsulation type you
must specify an inner
protocol when you replace
a rule, or when you merge
or create a rule that does
not exist.

You cannot specify an
inner protocol type when
you remove or delete a
rule.

If you specify an inner
protocol type,you must
specify an encapsulation
type when you replace a
rule, or when you merge
or create a rule that does
not exist.

Only the VXLAN
encapsulation supports
this column.

This column must be
configured together with
the InSrcIPv4 column.



Column

name description type Data type and restrictions | Remarks
Only the VXLAN
encapsulation supports
this column.
| P | o Members include: Thi | b
nner source IPv. ata is column must be
InSrclPv4 information. structure *  InSrcIPv4Addr. configured together with
e  InSrcIPv4Wildcard. the InSrcAny column.
The two members must
both be specified.
Example: 1.1.1.1.
This column is available
InSrclPv4 | Inner source IPv4 N/A String, dotted decimal when the InSrcAny
Addr address. notation. column is false.
It must be empty when the
InSrcAny column is true.
Example: 255.255.255.0.
. This column is available
InSrclPv4 :’Xg?ﬁﬁg ;noisrlééor N/A String, dotted decimal when the InSrcAny
Wildcard IPva address notation. column is false.
It must be empty when the
InSrcAny column is true.
Boolean:
Whether a rule *  true—Matches any .
matches any inner inner destination IP This column must be
INDStANy 4 ostination 1P N/A addresses (default). configured together with
addresses. e false—Matches the the InDstIPv4 column.
specified inner
destination IP address.
Only the VXLAN
encapsulation supports
this column.
| destinati Dat Members include: This col b
nner destination ata is column must be
InDstIPv4 IPv4 information. structure *  InDstiPv4Addr. configured together with
° InDstIPv4Wildcard. the InDstAny column.
The two members must
both be specified.
Example: 1.1.1.1.
This column is available
InDstIPv4 | Inner destination N/A String, dotted decimal when the InDstAny
Addr IPv4 address. notation. column is false.

Column

Column

It must be empty when the
InDstAny column is true.
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Column
name

InDstIPv4
Wildcard

InSrcPort

InSrcPort
Op

InSrcPortV
aluel

InSrcPortV
alue2

InDstPort

InDstPort
Op

InDstPortV
aluel

Column
description

Wildcard mask for
the inner
destination IPv4
address.

Inner source port
information.

Inner source port
operator.

Start inner source
port.

End inner source
port.

Inner destination
port information.

Inner destination
port operator.

Start inner
destination port.

Column
type

N/A

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

Data type and restrictions

String, dotted decimal
notation.

Members include:
. InSrcPortOp.
e InSrcPortValuel.
. InSrcPortValue2.

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).
e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.

Value range: 0 to 65536.

Members include:
. InDstPortOp.
o InDstPortValuel.
) InDstPortValue2.

Boolean:

e 11t (lower than).

e 2—e(q (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e  5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Remarks

Example: 255.255.255.0.

This column is available
when the InDstAny
column is false.

It must be empty when the
InDstAny column is true.

Only the TCP and UDP
inner protocols support
this column.

The members must be all
specified.

N/A

N/A

When InSrcPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end inner source port is
not available.

Only the TCP and UDP
inner protocols support
this column.

The members must be all
specified.

N/A

N/A



Column Column Column -
L Data type and restrictions
name description type
. Unsigned integer.
InDstPortV = End inner N/A 9 9
alue2 destination port.
P Value range: 0 to 65536.
Whether a rule Boolean:
matches flags t Matches th
InEstablis | indicating the NIA ¢ ﬂrue— atches the
hed inner established ags.
status of a TCP o false—Ignores the
connection. flags.
Boolean:
. true—Counts the rule
. Whether to count matches.
Counting N/A
the rule matches. e false—Does not count
the rule matches
(default).
Boolean:
true—Logs rule match
. Whether to log ¢
Logging rule match events. NIA events.
e false—Does not log rule
match events (default).
String, case-sensitive.
Comment Rule comment. N/A

Length: 1 to 127 characters.

ACL/IPv4dNamedAdvanceRules

This table contains information about named IPv4 advanced ACL rules.

XML structure

<ACL>
<IPv4NamedAdvanceRules>
<Rule>

<GrouplIndex></Grouplndex>

<RulelD></RulelD>

<Action></Action>

<Protocol Type></ProtocolType>

<SrcAny></SrcAny>

<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>
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Remarks

When InDstPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end inner destination port
is not available.

Only the TCP inner
protocol supports this
column.

N/A

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for a rule.



</SrclPv4>
<SrcObjectGroup></SrcObjectGroup>
<DstAny></DstAny>
<DstlIPv4>
<DstlPv4Addr></DstlIPv4Addr>
<DstIPv4Wildcard></DstlPv4Wildcard>
</DstlIPv4>
<DstObjectGroup></DstObjectGroup>
<DSCP></DSCP>
<DSCPRange>
<StartDSCP></StartDSCP>
<EndDSCP></EndDSCP>
</DSCPRange>
<Precedence></Precedence>
<T0S></TOS>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP>
<ICMPType></I1CMPType>
<ICMPCode></1CMPCode>
</1CMP>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<QoSLocal ID></QoSLocal 1D>
<EncapType></EncapType>
<InProtocolType></InProtocolType>
<VxlanlD></VxlanlD>
<InSrcAny></InSrcAny>
<InSrclPv4>
<InSrclPv4Addr></InSrclPv4Addr>
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<InSrclPv4Wildcard></InSrclPv4Wildcard>

</InSrclPv4>

<InDstAny></InDstAny>

<InDstlPv4>
<InDstlIPv4Addr></InDstlPv4Addr>
<InDstIPv4Wildcard></InDstlPv4Wildcard>

</InDstl1Pv4>

<InSrcPort>
<InSrcPortOp></InSrcPortOp>
<InSrcPortValuel></InSrcPortvaluel>
<InSrcPortValue2></InSrcPortvValue2>

</InSrcPort>

<InDstPort>
<InDstPortOp></InDstPortOp>
<InDstPortValuel></InDstPortvaluel>
<InDstPortValue2></InDstPortvalue2>

</InDstPort>

<InEstablished></InEstablished>

<Counting></Counting>

<Logging></Logging>

<Comment></Comment>

</Rule>

</1Pv4NamedAdvanceRules>

</ACL>
Table description
Item Description
Feature name ACL
Table name IPvdNamedAdvanceRules
Table type Multi-instance table
Row name Rule
Restrictions None

Support for row creation and deletion | Yes

Columns
Column CO'U'T‘”. Column Data type and restrictions | Remarks
name description type

Groupinde = ACL name or

X

String.
Length: 1 to 63 characters.

e ACL name:
number. Index Case-insensitive string
of 1 to 63 characters.
e ACL number:
String of digits in the

27

You must create an ACL
first before you create,
merge, or replace rules for
it.



Column
name

RulelD

Action

ProtocolTy
pe

SrcAny

SrclPv4

SrclPv4Ad
dr

SrclPv4Wi
Idcard

SrcObject
Group

Column
description

Rule ID.

Action on packets
matching the rule.

Protocol type.

Whether a rule
matches any
source IP
addresses.

Source IPv4
information.

Source IPv4
address.

Wildcard mask for
the source IPv4
address.

Source object
group name.

Column
type

Index

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data type and restrictions

range of 3000 to 3999.

Unsigned integer.
Value range: 0 to 65535.

The value 65535 is an invalid

rule ID.

Enumeration:
. 1—Deny.
o 2—Permit.

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all

IPv4 protocols.

Boolean:

e true—Matches any
source IP addresses
(default).

° false—Matches the
specified source IP
address.

Members include:
o SrclPv4Addr.
o SrclPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.
Length: 1 to 31 characters.

Remarks

If you set this column to
65535, the system
automatically assigns a
new rule ID. This rule ID is
the nearest higher
multiple of the numbering
step to the current highest
rule ID, starting from 0.

You cannot specify an
action when you remove
or delete a rule.

You must specify an
action when you replace a
rule, or when you merge
or create a rule that does
not exist.

You cannot specify a
protocol type when you
remove or delete a rule.

You must specify a
protocol type or an
encapsulation type when
you replace a rule, or
when you merge or create
a rule that does not exist.

The VXLAN
encapsulation supports
this column.

This column must be
configured together with
the SrclPv4 column.

This column must be
configured together with
the SrcAny column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

Example: 255.255.255.0.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column and the
SrcAny column cannot
both be configured.



Column
name

DstAny

DstIPv4

DstIPv4Ad
dr

DstIPv4Wi
Idcard

DstObject
Group

DSCP

DSCPRan
ge

StartDSC
P

EndDSCP

Precedenc
e

TOS

SrcPort

Column
description

Whether a rule
matches any
destination IP
addresses.

Destination IPv4
information.

Destination IPv4
address.

Wildcard mask for
the destination
IPv4 address.

Destination object
group name.

DSCP priority.

DSCP priority
range.

Start DSCP
priority of a DSCP
priority range.

End DSCP priority
of a DSCP priority
range.

IP precedence.

ToS preference.

Source port
information.

Column
type

N/A

Data
structure

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data
structure

Data type and restrictions

Boolean:

e true—Matches any
destination IP
addresses (default).

° false—Matches the

specified destination IP

address.
Members include:

. DstIPv4Addr.
o DstIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.

Length: 1 to 31 characters.

Unsigned integer.
Value range: 0 to 63.

Members include:
. StartDSCP
° EndDSCP

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 7.

Unsigned integer.
Value range: 0 to 15.

Members include:

. SrcPortOp.

. SrcPortValuel.
. SrcPortValue2.

Remarks

The VXLAN
encapsulation supports
this column.

This column must be
configured together with
the DstIPv4 column.

This column must be
configured together with
the DstAny column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

Example: 255.255.255.0.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

This column and the
DstAny column cannot
both be configured.

N/A

DSCP and DSCPRange
cannot be specified
together.

The end DSCP must be
greater than start DSCP.

N/A

The DSCP priority and the
IP precedence cannot
both be specified.

The DSCP priority and the
ToS precedence cannot
both be specified.

Only the TCP and UDP
protocols and the VXLAN
encapsulation support this
column.

The members must be all
specified.



Column
name

SrcPortOp

SrcPortVal
uel

SrcPortVal
ue2

DstPort

DstPortOp

DstPortVal
uel

DstPortVal
ue2

TcpFlag

ACK

FIN

Column
description

Source port
operator.

Start source port.

End source port.

Destination port
information.

Destination port
operator.

Start destination
port.

End destination
port.

TCP flags.

ACK flag in a TCP
packet.

FIN flag in a TCP

Column
type

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data
structure.

N/A

N/A

Data type and restrictions

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e  5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. DstPortOp.

. DstPortValuel.
e  DstPortValue2.

Boolean:

e  1—It (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e  5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

e ACK.
e FIN.
PSH.
e RST.
e SYN.
e URG.

Unsigned integer.
Value range: 0 or 1.

e 0—ACK flag is not set.

e 1—ACKflag is set.

Unsigned integer.

Remarks

N/A

N/A

When SrcPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
source port is not
available.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When DstPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
destination port is not
available.

N/A

Only the TCP protocol
supports this column.

Only the TCP protocol



Column
name

PSH

RST

SYN

URG

Establishe
d

ICMP

ICMPType

ICMPCod
e

Fragment

Column
description
packet.

PSH flag in a TCP
packet.

RST flag in a TCP
packet.

SYN flag in a TCP
packet.

URG flag ina TCP
packet.

Whether a rule
matches flags
indicating the
established status
ofa TCP
connection.

ICMP messages.

Type of ICMP
messages.

Code of ICMP
messages.

Whether a rule
matches only
non-first
fragments.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Data type and restrictions

Value range: 0 or 1.
e 0—FIN flag is not set.
e 1—FINflagis set.

Unsigned integer.

Value range: 0 or 1.

e 0—PSH flag is not set.
e 1—PSH flag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—RST flag is not set.
e 1 —RST flag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—SYN flag is not set.
e 1—SYNflag is set.

Unsigned integer.

Value range: 0 or 1.

¢ 0—URG flag is not set.
e 1—URGflagis set.

Boolean:

° true—Matches the
flags.

o false—Ignores the
flags.

Members include:
. ICMPType.
o ICMPCode.

Unsigned integer.
Value range: 0 to 255.

Unsigned integer.

Value range: 0 to 256.

The value 256 indicates that
no ICMP message code is
specified.

Boolean:

e  true—NMatches only
non-first fragments.
o false—Matches both

fragments and
non-fragments (default).

Remarks

supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

On a router, the rule
matches TCP connection
packets with the ACK or
RST flag set. On a switch,
the availability and usage
of this column depend on
the device model.

This column and the
TcpFlag column cannot
both be configured.

The members must both
be specified.

Only the ICMP protocol
supports this column.

Only the ICMP protocol
supports this column.

N/A



Column
name

TimeRang

e

VRF

QoSLocall
D

EncapTyp
e

InProtocol
Type

VxlanID

InSrcAny

InSrclPv4

Column
description

Time range.

VRF.

Local QoS ID.

Encapsulation
type.

Inner protocol
type.

VXLAN ID.

Whether a rule
matches any inner
source IP
addresses.

Inner source IPv4
information.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data
structure

Data type and restrictions

String, case-insensitive.
Length: 1 to 32 characters.
The string must start with an
English letter.

String, case-sensitive.
Length: 1 to 31 characters.

Unsigned integer.

Value range: 1 to 4095.

Members include:

e  VXLAN encapsulation.
e  GRE encapsulation.

. IPINIP encapsulation.

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all
IPv4 protocols.

Unsigned integer

Value range: 0 to 16777215

Boolean:

e true—Matches any
inner source IP
addresses (default).

o false—Matches the
specified inner source
IP address.

Members include:
° InSrcIPv4Addr.
° InSrcIPv4Wildcard.

Remarks

It cannot be the word all.

N/A

N/A

You cannot specify an
encapsulation type when
you remove or delete a
rule.

If you specify an
encapsulation type,you
must specify an inner
protocol when you replace
a rule, or when you merge
or create a rule that does
not exist.

You cannot specify an
inner protocol type when
you remove or delete a
rule.

If you specify an inner
protocol type,you must
specify an encapsulation
type when you replace a
rule, or when you merge
or create a rule that does
not exist.

Only the VXLAN
encapsulation supports
this column.

This column must be
configured together with
the InSrcIPv4 column.

Only the VXLAN
encapsulation supports
this column.

This column must be
configured together with
the InSrcAny column.



Column
name

InSrclPv4
Addr

InSrclPv4
Wildcard

InDstAny

InDstIPv4

InDstIPv4
Addr

InDstIPv4
Wildcard

Column
description

Inner source IPv4
address.

Wildcard mask for
the inner source
IPv4 address.

Whether a rule
matches any inner
destination IP
addresses.

Inner destination
IPv4 information.

Inner destination
IPv4 address.

Wildcard mask for
the inner
destination IPv4
address.

ggléjmn Data type and restrictions

N/A String, dotted decimal
notation.

N/A String, dotted decimal
notation.

Boolean:

e true—Matches any
inner destination IP

N/A addresses (default).

. false—Matches the
specified inner
destination IP address.

Dat Members include:
ata
structure ° InDstIPv4Addr.
. InDstIPv4Wildcard.
N/A String, dotted decimal
notation.
N/A String, dotted decimal

notation.
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Remarks

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the InSrcAny
column is false.

It must be empty when the
InSrcAny column is true.

Example: 255.255.255.0.

This column is available
when the InSrcAny
column is false.

It must be empty when the
InSrcAny column is true.

This column must be
configured together with
the InDstIPv4 column.

Only the VXLAN
encapsulation supports
this column.

This column must be
configured together with
the InDstAny column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the InDstAny
column is false.

It must be empty when the
InDstAny column is true.

Example: 255.255.255.0.

This column is available
when the InDstAny
column is false.

It must be empty when the



Column
name

InSrcPort

InSrcPort
Op

InSrcPortV
aluel

InSrcPortV
alue2

InDstPort

InDstPort
Op

InDstPortV
aluel

InDstPortV
alue2

Column
description

Inner source port
information.

Inner source port
operator.

Start inner source
port.

End inner source
port.

Inner destination
port information.

Inner destination
port operator.

Start inner
destination port.

End inner
destination port.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data type and restrictions

Members include:
. InSrcPortOp.
° InSrcPortValuel.

InSrcPortValue2.

Boolean:

e  1—It (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.

Value range: 0 to 65536.

Members include:
. InDstPortOp.
. InDstPortValuel.
e InDstPortValue2.

Boolean:

e 1—It (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.

Value range: 0 to 65536.

Remarks

InDstAny column is true.

Only the TCP and UDP
inner protocols support
this column.

The members must be all
specified.

N/A

N/A

When InSrcPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end inner source port is
not available.

Only the TCP and UDP
inner protocols support
this column.

The members must be all
specified.

N/A

N/A

When InDstPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end inner destination port
is not available.



Column
name

InEstablis
hed

Counting

Logging

Comment

ACL/IPv6AdvanceRules

Column
description

Whether a rule
matches flags
indicating the
inner established
status of a TCP
connection.

Whether to count
the rule matches.

Whether to log

rule match events.

Rule comment.

Column
type

N/A

N/A

N/A

N/A

Data type and restrictions

Boolean:

true—Matches the
flags.
false—Ignores the
flags.

Boolean:

true—Counts the rule
matches.
false—Does not count

the rule matches
(default).

Boolean:

true—Logs rule match
events.

false—Does not log rule
match events (default).

String, case-sensitive.
Length: 1 to 127 characters.

This table contains information about IPv6 advanced ACL rules.

XML structure

<ACL>

<IPv6AdvanceRules>

<Rule>

<GrouplD></GrouplD>
<RulelD></RulelD>
<Action></Action>

<ProtocolType></ProtocolType>

<SrcAny></SrcAny>

<SrclPv6>
<SrclPv6Addr></SrclPv6Addr>

<SrclPv6Prefix></SrclPv6Prefix>

</SrclPv6>

<SrcObjectGroup></SrcObjectGroup>

<DstAny></DstAny>
<DstlPv6>
<DstlIPv6Addr></DstlIPv6Addr>

<DstlIPv6Prefix></DstlPv6Prefix>

Remarks

Only the TCP inner
protocol supports this
column.

N/A

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for a rule.



</DstlIPv6>
<DstObjectGroup></DstObjectGroup>
<DSCP></DSCP>
<FlowLabel></FlowLabel>
<RoutingTypeAny></RoutingTypeAny>
<RoutingTypeValue></RoutingTypeValue>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP6>
<ICMP6Type></1CMP6Type>
<ICMP6Code></1CMP6Code>
</1CMP6>
<Fragment></Fragment>
<HopTypeAny></HopTypeAny>
<HopTypeValue></HopTypeValue>
<TimeRange></TimeRange>
<VRF></VRF>
<QoSLocal ID></QoSLocal ID>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
</Rule>
</IPv6AdvanceRules>
</ACL>

Table description

Item Description
Feature name ACL
Table name IPv6AdvanceRules
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Table type

Multi-instance table

Row name Rule
Restrictions None
Support for row creation and deletion | Yes
Columns
Column Column Column -
- Data type and restrictions | Remarks
name description type
q You must create an ACL
Unsigned integer. i
GrouplD ACL number. Index g g first before you create,
Value range: 3000 to 3999. = Mmerge, or replace rules for
It.
If you set this column to
. . 65535, the system
Unsigned integer. automatically assigns a
RulelD Rule ID. Index Value range: 0 to 65535. ?hew rule IE:.hThrl]s rule ID is
The value 65535 is an invalid € nearest higher .
rule ID. multiple of the numbering
step to the current highest
rule ID, starting from 0.
You cannot specify an
action when you remove
ACtiEnton Enumeration: or delete a rule.
; packets You must specify an
Action . N/A 1—Deny. : P
matching the * v action when you replace a
rule. s 2—Permit rule, or when you merge
or create a rule that does
not exist.
You cannot specify a
) ) protocol type when you
Unsigned integer. remove or delete a rule.
ProtocolType | Protocol type. N/A Value range: 0 to 256. You must specify a
The value 256 represents all | protocol type when you
IPv6 protocols. replace a rule, or when
you merge or create a rule
that does not exist.
Boolean:
Whether a rule *  true—Matches any .
matches any source IPv6 addresses | This column must be
SrcAny source IPV6 N/A (default). configured together with
addresses. e false—Matches the the SrcIPv6 column.
specified source IPv6
address.
This column must be
s PG Dat Members include: configured together with
ource IPvi ata
the SrcAny column.
SrelPve information. structure | ®  SrclPvBAddr. y
e  SrclPv6Prefix. The two members must
both be specified.
. . Example: 1:1::1:1.
s 6Add Source IPv6 / Hexadecimal string, ) P ) ]
reIPVBAddr - ddress. N/A colon-separated. This column is available

when the SrcAny column



Column
name

SrclPv6Prefix

SrcObjectGro
up

DstAny

DstIPv6

DstIPv6Addr

DstlIPv6Prefix

DstObjectGro
up

DSCP

FlowLabel

RoutingType
Any

RoutingType
Value

Column
description

Length of the
source IPv6
address prefix.

Source object
group name.

Whether a rule
matches any
destination IPv6
addresses.

Destination IPv6
information.

Destination IPv6
address.

Length of the
destination IPv6
address prefix.

Destination
object group
name.

DSCP priority.

Flow label value
in an IPv6 packet
header.

Whether a rule
matches any
types of routing
header.

Routing header
type.

Column
type

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.
Length: 1 to 31 characters.

Boolean:

e true—Matches any
destination IPv6
addresses (default).

. false—Matches the
specified destination
IPv6 address.

Members include:
o DstIPv6Addr.
o DstIPv6Prefix.

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.
Length: 1 to 31 characters.

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 1048575.

Boolean:

e true—Matches any
types of routing header.

o false—Matches the
specified type of routing
header (default).

Unsigned integer.

Value range: 0 to 255.

Remarks

is false.

It must be empty when the
SrcAny column is true.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column and the
SrcAny column cannot
both be configured.

This column must be
configured together with
the DstIPv6 column.

This column must be
configured together with
the DstAny column.

The two members must
both be specified.

Example: 1:1::1:1.
This column is available

when the DstAny column
is false.

It must be empty when the
DstAny column is true.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

This column and the
DstAny column cannot
both be configured.

N/A

N/A

This column and the
RoutingTypeValue
column cannot both be
configured.

This column and the
RoutingTypeAny column
cannot both be



Column
name

SrcPort

SrcPortOp

SrcPortValue
1

SrcPortValue
2

DstPort

DstPortOp

DstPortValue
1

DstPortValue
2

TcpFlag

Column
description

Source port
information.

Source port
operator.

Start source port.

End source port.

Destination port
information.

Destination port
operator.

Start destination
port.

End destination
port.

TCP flags.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data
structure.

Data type and restrictions

Members include:

. SrcPortOp.

. SrcPortValuel.
e  SrcPortValue2.

Boolean:

e  1—It (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. DstPortOp.

. DstPortValuel.
e DstPortValue2.

Boolean:

e  1—It (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e  5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. ACK.

FIN.
. PSH.
. RST.
. SYN.

e URG.

Remarks
configured.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When SrcPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
source port is not
available.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When DstPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
destination port is not
available.

N/A



Column
name

ACK

FIN

PSH

RST

SYN

URG

Established

ICMP6

ICMP6Type

ICMP6Code

Column
description

ACK flag in a
TCP packet.

FIN flag in a TCP

packet.

PSH flag in a
TCP packet.

RST flag in a
TCP packet.

SYN flag in a
TCP packet.

URG flag in a
TCP packet.

Whether a rule
matches flags
indicating the
established
status of a TCP
connection.

ICMPV6
messages.

Type of ICMPvV6
messages.

Code of ICMPv6
messages.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Unsigned integer.

Value range: 0 or 1.

e 0—ACK flag is not set.
e 1—ACKflag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—FIN flag is not set.
e 1—FINflagis set.

Unsigned integer.

Value range: 0 or 1.

e 0—PSH flag is not set.
e 1—PSH flag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—RST flag is not set.
e 1 —RSTflagis set.

Unsigned integer.

Value range: 0 or 1.

e 0—SYN flag is not set.
e 1—SYNflag is set.
Unsigned integer.

Value range: O or 1.

¢ 0—URG flag is not set.
e 1—URGflagis set.

Boolean:

. true—Matches the
flags.

e false—Ignores the
flags.

Members include:
. ICMP6Type.
. ICMP6Code.

Unsigned integer.
Value range: 0 to 255.

Unsigned integer.
Value range: 0 to 256.

The value 256 indicates that
no ICMPv6 message code is
specified.

Remarks

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

On a router, the rule
matches TCP connection
packets with the ACK or
RST flag set. On a switch,
the availability and usage
of this column depend on
the device model.

This column and the
TcpFlag column cannot
both be configured.

The members must both
be specified.

Only the ICMPV6 protocol
supports this column.

Only the ICMPV6 protocol
supports this column.



Column
name

Fragment

HopTypeAny

HopTypeValu
e

TimeRange
VRF

QoSLocallD

Counting

Logging

Comment

Column
description

Whether a rule
matches only
non-first
fragments.

Whether a rule
matched any
types of
Hop-by-Hop

Options header.

Type of
Hop-by-Hop

Options header.

Time range.

VRF.

Local QoS ID.

Whether to count
the rule matches.

Whether to log
rule match
events.

Rule comment.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Boolean:

e true—Matches only
non-first fragments.

o false—Matches both
fragments and
non-fragments (default).

Boolean:

e true—Matches any
types of Hop-by-Hop
Options header.

e false—Matches the
specified type of
Hop-by-Hop Options
header (default).

Unsigned integer.
Value range: 0 to 255.

String, case-insensitive.
Length: 1 to 32 characters.
The string must start with an
English letter.

String, case-sensitive.
Length: 1 to 31 characters.

Unsigned integer.

Value range: 1 to 4095.

Boolean:

° true—Counts the rule
matches.

° false—Does not count
the rule matches
(default).

Boolean:

e true—Logs rule match
events.

o false—Does not log rule
match events (default).

String, case-sensitive.
Length: 1 to 127 characters.

ACL/IPv6NamedAdvanceRules

This table contains information about named IPv6 advanced ACL rules.
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Remarks

N/A

This column and the
HopTypeValue column
cannot both be
configured.

This column and the
HopTypeAny column
cannot both be
configured.

It cannot be the word all.

N/A

N/A

N/A

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for arule.



XML structure

<ACL>
<IPv6NamedAdvanceRules>
<Rule>
<GrouplIndex></Grouplndex>
<RulelD></RulelD>
<Action></Action>
<ProtocolType></ProtocolType>
<SrcAny></SrcAny>
<SrclPv6>
<SrclIPv6Addr></SrclIPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>
</SrclPv6>
<SrcObjectGroup></SrcObjectGroup>
<DstAny></DstAny>
<DstlPv6>
<DstlIPv6Addr></DstlIPv6Addr>
<DstIPv6Prefix></DstlPv6Prefix>
</DstlIPv6>
<DstObjectGroup></DstObjectGroup>
<DSCP></DSCP>
<FlowLabel></FlowLabel>
<RoutingTypeAny></RoutingTypeAny>
<RoutingTypeValue></RoutingTypeValue>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP6>
<ICMP6Type></1CMP6Type>
<ICMP6Code></1CMP6Code>
</1CMP6>
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<Fragment></Fragment>
<HopTypeAny></HopTypeAny>
<HopTypeValue></HopTypeValue>
<TimeRange></TimeRange>
<VRF></VRF>
<QoSLocal ID></QoSLocal ID>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
</Rule>
</I1Pv6NamedAdvanceRules>
</ACL>

Table description

Item Description

Feature name ACL

Table name IPv6NamedAdvanceRules
Table type Multi-instance table

Row name Rule

Restrictions None

Support for row creation and deletion | Yes

Columns
Column Column Column -
. Data type and restrictions | Remarks
name description type
String.
Length: 1 to 63 characters.
. ACL name: You must create an ACL
Groupindex ACL name or Index Case-insensitive string first before you create,
number. of 1 to 63 characters. merge, or replace rules for
e ACL number: It.
String of digits in the
range of 3000 to 3999.
If you set this column to
. di 65535, the system
Unsigned integer. automatically assigns a
RulelD Rule ID. Index Value range: 0 to 65535. ?hew rule IIDt.hThrl]s rule ID is
The value 65535 is an invalid e nearest higher .
rule ID multiple of the numbering
' step to the current highest
rule ID, starting from 0.
You cannot specify an
Action on Enumeration: action when you remove
. or delete a rule.
Action %a;;léﬁgzg the N/A . 1—Deny. .
rle. . 2 Permit. You must specify an

action when you replace a
rule, or when you merge
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Column
name

ProtocolType

SrcAny

SrclPv6

SrclPv6Addr

SrclPv6Prefix

SrcObjectGro
up

DstAny

Column
description

Protocol type.

Whether a rule
matches any
source IPv6
addresses.

Source IPv6
information.

Source IPv6
address.

Length of the
source IPv6
address prefix.

Source object
group name.

Whether a rule
matches any
destination IPv6
addresses.

Column
type

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data type and restrictions

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all
IPv6 protocols.

Boolean:

e true—Matches any
source IPv6 addresses
(default).

. false—Matches the
specified source IPv6
address.

Members include:
. SrclPv6Addr.
. SrclPv6Prefix.

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.
Length: 1 to 31 characters.

Boolean:

e true—Matches any
destination IPv6
addresses (default).

. false—Matches the

specified destination
IPv6 address.

Remarks

or create a rule that does
not exist.

You cannot specify a
protocol type when you
remove or delete a rule.

You must specify a
protocol type when you
replace arule, or when
you merge or create a rule
that does not exist.

This column must be
configured together with
the SrcIPv6 column.

This column must be
configured together with
the SrcAny column.

The two members must
both be specified.

Example: 1:1::1:1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column and the
SrcAny column cannot
both be configured.

This column must be
configured together with
the DstIPv6 column.



Column
name

DstIPv6

DstIPv6Addr

DstIPv6Prefix

DstObjectGro
up
DSCP

FlowLabel

RoutingType
Any

RoutingType
Value

SrcPort

SrcPortOp

SrcPortValue
1

SrcPortValue

Column
description

Destination IPv6
information.

Destination IPv6
address.

Length of the
destination IPv6
address prefix.

Destination
object group
name.

DSCP priority.

Flow label value
in an IPv6 packet
header.

Whether a rule
matches any
types of routing
header.

Routing header
type.

Source port
information.

Source port
operator.

Start source port.

End source port.

Column
type

Data
structure

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data type and restrictions

Members include:
° DstIPv6Addr.
° DstlIPv6Prefix.

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.
Length: 1 to 31 characters.

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 1048575.

Boolean:

e true—Matches any
types of routing header.

¢ false—Matches the
specified type of routing
header (default).

Unsigned integer.
Value range: 0 to 255.

Members include:

. SrcPortOp.

e  SrcPortValuel.
. SrcPortValue2.

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e  5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.

Remarks

This column must be
configured together with
the DstAny column.

The two members must
both be specified.

Example: 1:1::1:1.
This column is available

when the DstAny column
is false.

It must be empty when the
DstAny column is true.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

This column and the
DstAny column cannot
both be configured.

N/A

N/A

This column and the
RoutingTypeValue
column cannot both be
configured.

This column and the
RoutingTypeAny column
cannot both be
configured.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When SrcPortOp is 5, the



Column
name
2

DstPort

DstPortOp

DstPortValue
1

DstPortValue
2

TcpFlag

ACK

FIN

PSH

RST

Column
description

Destination port
information.

Destination port
operator.

Start destination
port.

End destination
port.

TCP flags.

ACK flag in a
TCP packet.

FIN flag in a TCP
packet.

PSH flag in a
TCP packet.

RST flag in a
TCP packet.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure.

N/A

N/A

N/A

N/A

Data type and restrictions

Value range: 0 to 65536.

Members include:

. DstPortOp.

) DstPortValuel.
. DstPortValue2.

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. ACK.
. FIN.

. PSH.
. RST.
. SYN.
. URG.

Unsigned integer.

Value range: 0 or 1.

e 0—ACK flag is not set.
e 1—ACKflag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—FIN flag is not set.
e 1—FIN flag is set.
Unsigned integer.

Value range: 0 or 1.

e 0—PSH flag is not set.
e 1—PSHflagis set.
Unsigned integer.

Value range: 0 or 1.

e 0—RST flag is not set.

Remarks

value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
source port is not
available.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When DstPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
destination port is not
available.

N/A

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.



Column
name

SYN

URG

Established

ICMP6

ICMP6Type

ICMP6Code

Fragment

HopTypeAny

HopTypeValu
e

Column
description

SYN flag in a
TCP packet.

URG flag in a
TCP packet.

Whether a rule
matches flags
indicating the
established
status of a TCP
connection.

ICMPV6
messages.

Type of ICMPv6
messages.

Code of ICMPv6
messages.

Whether a rule
matches only
non-first
fragments.

Whether a rule
matched any
types of
Hop-by-Hop
Options header.

Type of
Hop-by-Hop
Options header.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions
e 1 —RSTflagis set.

Unsigned integer.

Value range: 0 or 1.

e 0—SYN flag is not set.
e 1—SYNflag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—URG flag is not set.
e 1—URGflagis set.

Boolean:

° true—Matches the
flags.

o false—Ignores the
flags.

Members include:
. ICMP6Type.
. ICMP6Code.

Unsigned integer.
Value range: 0 to 255.

Unsigned integer.
Value range: 0 to 256.

The value 256 indicates that
no ICMPv6 message code is
specified.

Boolean:

e  true—Matches only
non-first fragments.

o false—Matches both
fragments and

non-fragments (default).

Boolean:

e true—Matches any
types of Hop-by-Hop
Options header.

o false—Matches the
specified type of
Hop-by-Hop Options
header (default).

Unsigned integer.
Value range: 0 to 255.

Remarks

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

On a router, the rule
matches TCP connection
packets with the ACK or
RST flag set. On a switch,
the availability and usage
of this column depend on
the device model.

This column and the
TcpFlag column cannot
both be configured.

The members must both
be specified.

Only the ICMPV6 protocol
supports this column.

Only the ICMPV6 protocol
supports this column.

N/A

This column and the
HopTypeValue column
cannot both be
configured.

This column and the
HopTypeAny column
cannot both be
configured.



Column Column Column

name description type

TimeRange Time range. N/A

VRF VRF. N/A

QoSLocallD Local QoS ID. N/A

. Whether to count

Counting the rule matches. N/A
Whether to log

Logging rule match N/A
events.

Comment Rule comment. N/A

ACL/MACRules

Data type and restrictions

String, case-insensitive.
Length: 1 to 32 characters.
The string must start with an
English letter.

String, case-sensitive.
Length: 1 to 31 characters.

Unsigned integer.

Value range: 1 to 4095.

Boolean:

° true—Counts the rule
matches.

° false—Does not count
the rule matches

(default).

Boolean:

e  true—Logs rule match
events.

e false—Does not log rule
match events (default).

String, case-sensitive.
Length: 1 to 127 characters.

This table contains information about Ethernet frame header ACL rules.

XML structure

<ACL>
<MACRules>
<Rule>

<GrouplD></GrouplD>

<RulelD></RulelD>

<Action></Action>

<SrcMACAddr>
<SrcMACAddress></SrcMACAddress>
<SrcMACMask></SrcMACMask>

</SrcMACAddr>

<DstMACAddr>
<DstMACAddress></DstMACAddress>
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Remarks

It cannot be the word all.

N/A

N/A

N/A

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for a rule.



<DstMACMask></DstMACMask>

</DstMACAddr>

<C0S></C0S>

<Protocol>
<ProtocolType></ProtocolType>
<ProtocolTypeMask></Protocol TypeMask>

</Protocol>

<LSAP>
<LSAPType></LSAPType>
<LSAPTypeMask></LSAPTypeMask>

</LSAP>

<EncapType></EncapType>

<VxlanlD></VxlanlD>

<InSrcMACAddr>
<InSrcMACAddress></InSrcMACAddress>
<InSrcMACMask></InSrcMACMask>

</InSrcMACAddr>

<InDstMACAddr>
<InDstMACAddress></InDstMACAddress>
<InDstMACMask></InDstMACMask>

</InDstMACAddr>

<InProtocol>
<InProtocolType></InProtocolType>
<InProtocolTypeMask></InProtocolTypeMask>

</InProtocol>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>

</Rule>
</MACRules>
</ACL>

Table description

Item Description
Feature name ACL

Table name MACRules

Table type Multi-instance table
Row name Rule

Restrictions None

Support for row creation and deletion | Yes
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Columns

Column
name

GrouplD

RulelD

Action

SrcMACAddr

SrcMACAddr
ess

SrcMACMask

DstMACAddr

DstMACAddr
ess

DstMACMask

COS

Protocol

Column
description

ACL number.

Rule ID.

Action on
packets
matching the
rule.

Information
about the
source MAC
address.

Source MAC
address.

Mask of the
source MAC
address.

Information
about the
destination
MAC address.

Destination
MAC address.

Mask of the
destination
MAC address.

802.1p priority.

Link layer
protocol.

Column
type

Index

Index

N/A

Data
structure

N/A

N/A

Data
structure

N/A

N/A

N/A

Data
structure

Data type and restrictions

Unsigned integer.

Value range: 4000 to 4999.

Unsigned integer.
Value range: 0 to 65535.

The value 65535 is an invalid

rule ID.

Enumeration:
. 1—Deny.
. 2—Permit.

Members include:
. SrcMACAddress.
. SrcMACMask.

Six groups of two
hexadecimal digits,
hyphen-separated.

Six groups of two
hexadecimal digits,
hyphen-separated.

Members include:
. DstMACAddress.
. DstMACMask.

Six groups of two
hexadecimal digits,
hyphen-separated.

Six groups of two
hexadecimal digits,
hyphen-separated.
Unsigned integer.
Value range: 0 to 7.

Members include:

e  ProtocolType.
e  ProtocolTypeMask.

Remarks

You must create an ACL
first before you create,
merge, or replace rules for
it.

If you set this column to
65535, the system
automatically assigns a
new rule ID. This rule ID is
the nearest higher
multiple of the numbering
step to the current highest
rule ID, starting from 0.

You cannot specify an
action when you remove
or delete a rule.

You must specify an
action when you replace a
rule, or when you merge
or create a rule that does
not exist.

The VXLAN
encapsulation supports
this column.

The members must both
be specified.

Example:
00-0c-af-e3-5d-cO0.

Example: ff-ff-ff-ff-ff-ff.

The VXLAN
encapsulation supports
this column.

The members must both
be specified.

Example:

00-0Oc-af-e3-5d-cO0.

Example: ff-ff-ff-ff-ff-ff.

N/A

The VXLAN
encapsulation supports
this column.



Column
name

ProtocolType

ProtocolType
Mask

LSAP

LSAPType

LSAPTypeMa
sk

EncapType

VxlanID

InSrcMACAd
dr

InSrcMACAd
dress

InSrcMACMa
sk

InDstMACAd
dr

Column
description

Type of the link
layer protocol.

Mask of the
link layer
protocol type.

LSAP.

Type of LSAP.

Mask of the
LSAP type.

Encapsulation
type.

VXLAN ID.

Information
about the inner
source MAC
address.

Inner source
MAC address.

Mask of the
inner source
MAC address.

Information
about the inner
destination
MAC address.

Column
type

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

Data
structure

Data type and restrictions

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Members include:
. LSAPType.
e LSAPTypeMask.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Members include:

e  VXLAN encapsulation.
e  GRE encapsulation.

e  |PINIP encapsulation.

Unsigned integer

Value range: 0 to 16777215

Members include:
. InSrcMACAddress.
. InSrcMACMask.

Six groups of two
hexadecimal digits,
hyphen-separated.

Six groups of two
hexadecimal digits,
hyphen-separated.

Members include:
. InDstMACAddress.
. InDstMACMask.

Remarks

The members must both
be specified.

This column and the
LSAP column cannot both
be configured.

Values of link layer
protocol types are
assigned by IANA.

N/A

The members must both
be specified.

This column and the
Protocol column cannot
both be configured.

N/A

N/A

N/A

Only the VXLAN
encapsulation supports
this column.

Only the VXLAN
encapsulation supports
this column.

The members must both
be specified.

Example:
00-0Oc-af-e3-5d-c0.

Example: ff-ff-ff-ff-ff-ff.

Only the VXLAN
encapsulation supports
this column.



Column
name

InDstMACAd
dress

InDstMACMa
sk

InProtocol

InProtocolTyp
e

InProtocolTyp

eMask

TimeRange

Counting

Comment

Column
description

Inner
destination
MAC address.

Mask of the
inner
destination
MAC address.

Inner link layer
protocol.

Type of the
inner link layer
protocol.

Mask of the
inner link layer
protocol type.

Time range.

Whether to
count the rule
matches.

Rule comment.

Column
type

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Six groups of two
hexadecimal digits,
hyphen-separated.

Six groups of two
hexadecimal digits,
hyphen-separated.

Members include:
e  ProtocolType.
e  ProtocolTypeMask.

Hexadecimal string.
Length: 1 to 4 characters.

Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.

Value range: 0 to FFFF.

String, case-insensitive.
Length: 1 to 32 characters.
The string must start with an
English letter.

Boolean:

. true—Counts the rule
matches.

. false—Does not count
the rule matches
(default).

String, case-sensitive.
Length: 1 to 127 characters.

Remarks

The members must both
be specified.

Example:
00-0c-af-e3-5d-cO0.

Example: ff-ff-ff-ff-ff-ff.

Only the VXLAN
encapsulation supports
this column.

The members must both
be specified.

Values of inner link layer
protocol types are
assigned by IANA.

N/A

It cannot be the word all.

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for a rule.



ACL/MACNamedRules

This table contains information about Named Ethernet frame header ACL rules.

XML structure

<ACL>
<MACNamedRules>
<Rule>

<GrouplIndex></Grouplndex>

<RulelD></RulelD>

<Action></Action>

<SrcMACAddr>
<SrcMACAddress></SrcMACAddress>
<SrcMACMask></SrcMACMask>

</SrcMACAddr>

<DstMACAddr>
<DstMACAddress></DstMACAddress>
<DstMACMask></DstMACMask>

</DstMACAddr>

<C0S></C0S>

<Protocol>
<ProtocolType></ProtocolType>
<ProtocolTypeMask></ProtocolTypeMask>

</Protocol>

<LSAP>
<LSAPType></LSAPType>
<LSAPTypeMask></LSAPTypeMask>

</LSAP>

<EncapType></EncapType>

<VxlanlD></VxlanlD>

<InSrcMACAddr>
<InSrcMACAddress></InSrcMACAddress >
<InSrcMACMask></InSrcMACMask>

</InSrcMACAddr>

<InDstMACAddr>
<InDstMACAddress></InDstMACAddress>
<InDstMACMask></InDstMACMask>

</ InDstMACAddr>

<InProtocol>
<InProtocolType></InProtocolType>
<InProtocolTypeMask></InProtocolTypeMask>

</InProtocol>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>

</Rule>
</MACNamedRules>

53



</ACL>

Table description

Item
Feature name

Columns

Description
ACL

Table name MACNamedRules
Table type Multi-instance table
Row name Rule
Restrictions None
Support for row creation and deletion | Yes
Column Column Column -
- Data type and restrictions | Remarks
name description type
String.
Length: 1 to 63 characters.
. ACL name: You must create an ACL
Groupindex ACL name or Index Case-insensitive string | first before you create,
number. of 1 to 63 characters. merge, or replace rules for
e ACL number: It
String of digits in the
range of 4000 to 4999.
If you set this column to
Unsianed i 65535, the system
nsigned integer. automatically assigns a
RulelD Rule ID. Index Value range: 0 to 65535. Phew rule IIDt.hThrl]s rule ID is
The value 65535 is an invalid € nearest higher .
rule ID multiple of the numbering
' step to the current highest
rule ID, starting from 0.
You cannot specify an
action when you remove
Action on Enumeration: or delete a rule.
: packets You must specify an
Action . N/A 1—Deny. : P
matching the * y- action when you replace a
rule. e 2—Permit rule, or when you merge
or create a rule that does
not exist.
Information i . The VXLAN
about the Data Members include: encapsulation supports
SICMACAAr o rce MAC structure *  SrcMACAddress. this column.
address. e  SrcMACMask. The members must both
be specified.
Six groups of two
SrcMACAddr | Source MAC . - Example:
ess address. N/A hexadecimal digits, 00-0c-af-e3-5d-c0.
hyphen-separated.
Mask of the Six groups of two
SrcMACMask N/A « Ff-ff-Ff-ff-Ff-
source MAC hexadecimal digits, Example: ff-ff-ff-ff-ff-ff.
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Column
name

DstMACAddr

DstMACAddr
ess

DstMACMask

COS

Protocol

ProtocolType

ProtocolType
Mask

LSAP

LSAPType

LSAPTypeMa
sk

EncapType

VxlanID

Column

description
address.

Information
about the
destination
MAC address.

Destination
MAC address.

Mask of the
destination
MAC address.

802.1p priority.

Link layer
protocol.

Type of the link
layer protocol.

Mask of the
link layer
protocol type.

LSAP.

Type of LSAP.

Mask of the
LSAP type.

Encapsulation
type.

VXLAN ID.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data type and restrictions

hyphen-separated.

Members include:
. DstMACAddress.
. DstMACMask.

Six groups of two
hexadecimal digits,
hyphen-separated.

Six groups of two
hexadecimal digits,
hyphen-separated.
Unsigned integer.

Value range: 0 to 7.

Members include:
e  ProtocolType.
e  ProtocolTypeMask.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Members include:
. LSAPType.
e LSAPTypeMask.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Members include:

e  VXLAN encapsulation.
e  GRE encapsulation.

e |PINIP encapsulation.

Unsigned integer

Remarks

The VXLAN
encapsulation supports
this column.

The members must both
be specified.

Example:
00-0c-af-e3-5d-c0.

Example: ff-ff-ff-ff-ff-ff.

N/A

The VXLAN
encapsulation supports
this column.

The members must both
be specified.

This column and the
LSAP column cannot both
be configured.

Values of link layer
protocol types are
assigned by IANA.

N/A

The members must both
be specified.

This column and the
Protocol column cannot
both be configured.

N/A

N/A

N/A

Only the VXLAN
encapsulation supports



Column
name

InNSrcMACAd
dr

InNSrcMACAd
dress

InSrcMACMa
sk

InDstMACAd
dr

InDstMACAd
dress

InDstMACMa
sk

InProtocol

InProtocolTyp
e

InProtocolTyp
eMask

TimeRange

Column
description

Information
about the inner
source MAC
address.

Inner source
MAC address.

Mask of the
inner source
MAC address.

Information
about the inner
destination
MAC address.

Inner
destination
MAC address.

Mask of the
inner
destination
MAC address.

Inner link layer
protocol.

Type of the
inner link layer
protocol.

Mask of the
inner link layer
protocol type.

Time range.

Column
type

Data
structure

N/A

N/A

Data
structure

N/A

N/A

Data
structure

N/A

N/A

N/A

Data type and restrictions

Value range: 0 to 16777215

Members include:
. InSrcMACAddress.
. InSrcMACMask.

Six groups of two
hexadecimal digits,
hyphen-separated.

Six groups of two
hexadecimal digits,
hyphen-separated.

Members include:

. InDstMACAddress.
. InDstMACMask.

Six groups of two
hexadecimal digits,
hyphen-separated.

Six groups of two
hexadecimal digits,
hyphen-separated.

Members include:
e  ProtocolType.
e  ProtocolTypeMask.

Hexadecimal string.
Length: 1 to 4 characters.

Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.

Value range: 0 to FFFF.

String, case-insensitive.

Remarks

this column.

Only the VXLAN
encapsulation supports
this column.

The members must both
be specified.

Example:
00-0c-af-e3-5d-cO0.

Example: ff-ff-ff-ff-ff-ff.

Only the VXLAN
encapsulation supports
this column.

The members must both
be specified.

Example:
00-0Oc-af-e3-5d-c0.

Example: ff-ff-ff-ff-ff-ff.

Only the VXLAN
encapsulation supports
this column.

The members must both
be specified.

Values of inner link layer
protocol types are
assigned by IANA.

N/A

It cannot be the word all.



Column Column Column

name description type
Whether to

Counting count the rule N/A
matches.

Comment Rule comment. N/A

ACL/PfilterDefAction

Data type and restrictions

Length: 1 to 32 characters.

The string must start with an
English letter.

Boolean:

true—Counts the rule
matches.
false—Does not count

the rule matches
(default).

String, case-sensitive.

Length: 1 to 127 characters.

Remarks

N/A

A comment can only be
configured for an existing
rule.

When the MatchOrder
column is 2, you can
modify only the comment
for arule.

This table contains information about the default global packet filter actions.

XML structure

<ACL>
<PfilterDefAction>
<DefaultAction></DefaultAction>
</PfilterDefAction>
</ACL>

Table description

Item Description

Feature name ACL

Table name PfilterDefAction
Table type Single-instance table
Row name N/A

Restrictions None

Support for row creation and deletion ' No
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Columns

Column name

DefaultAction

Column Column -
- Data type and restrictions
description type
al « Enumeration:
Default packet N/A e 1—Permit (default).

filter action
. 2—Deny.

ACL/PfilterApply

This table contains information about packet filter application.

XML structure

<ACL>
<PfilterApply>
<Pfilter>
<AppObjType></AppObjType>
<AppObj Index></AppObj Index>

<AppDirection></AppDirection>

<AppAcliType></AppAcliType>
<AppAcliGroup></AppAcliGroup>
<HardCount></HardCount>
<InnerEncap></InnerEncap>
<ShareMode></ShareMode>
</Pfilter>
</PfilterApply>
</ACL>

Table description

Item
Feature name

Table name
Table type
Row name
Restrictions

Support for row creation and deletion

Description
ACL

PfilterApply
Multi-instance table
Pfilter

None

Yes
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Columns

Column
name

AppObjType

AppObjindex

AppDirection

AppAciType

AppAclGroup

HardCount

InnerEncap

Column
description

Type of the
application
object.

Index of the
application
object.

Application
direction.

ACL type.

ACL name or
number.

Whether to count
rule matches in
hardware for the
ACL.

Match the inner
packet
information of
encapsulation
packets.

Column
type

Index

Index

Index

Index

Index

N/A

N/A

Data type and restrictions

Enumeration:

. 1—Interface.
. 2—VLAN.

e 3—Global.

Unsigned integer.

Value range: 0 to
4294967295.

Enumeration:
. 1—Inbound.
. 2—Outbound.

Enumeration:

. 1—IPv4 ACL.

e 2—IPv6ACL.

e 3—MACACL.

. 4—User-defined ACL.

. 5—ACL with the default
action.

String.
Length: 1 to 63 characters.

. ACL name:
Case-insensitive string
of 1 to 63 characters.

e ACL number:
String of digits valued 0
or in the range of 2000
to 5999.

Enumeration:
. 1—enable.
. 2—disable.

Enumeration:
e  0—None (default).
. 1—VXLAN.

Remarks

Support for the specified
type depends on the
device model.

The value depends on the
AppObjType column.

e Interface index if
AppObjType is 1.

e  VLAN ID in the range
of 1 to 4094 if
AppObjType is 2.

e Thevalueis O if
AppObjType is 3.

N/A

e Type 5is a special
ACL.

An ACL name must start
with an English letter and
cannot be all.

The value range depends
on the AppAciType
column.

e 2000 to 3999 if
AppAclType is 1.

e 2000 to 3999 if
AppAclType is 2.

e 4000 to 4999 if
AppAcIType is 3.

e 5000 to 5999 if
AppAciType is 4.

e 0if AppAciType is 5.

Support for this function
depends on the device
model.

Global default action and
VLAN default action do
not support this function.

Support for this function
depends on the device
model.

This column cannot be
modified.



Column Column Column Data type and restrictions

name description type
Boolean:
Whether to apply *  true—Apply the ACL in
ShareMod the ACL in N/A sharing mode.
arelfiode sharing mode. o false—Do not apply the
ACL in sharing mode
(default).

ACL/UserRules

This table contains information about user-defined ACL rules.

XML structure

<ACL>
<UserRules>
<Rule>

<GrouplD></GrouplD>

<RulelD></RulelD>

<Action></Action>

<L2Rule>
<L2RuleString></L2RuleString>
<L2RuleMask></L2RuleMask>
<L20ffset></L20ffset>

</L2Rule>

<IPv4Rule>
<IPv4RuleString></I1Pv4RuleString>
<IPv4RuleMask></1Pv4RuleMask>
<IPv40ffset></I1Pv40ffset>

</IPv4Rule>

<IPv6Rule>
<IPv6RuleString></IPv6RuleString>
<IPv6RuleMask></1Pv6RuleMask>
<IPv60ffset></1Pv60ffset>

</IPv6Rule>

<L4Rule>
<L4RuleString></L4RuleString>
<L4RuleMask></L4RuleMask>
<L40ffset></L40ffset>

</L4Rule>

<L5Rule>
<L5RuleString></L5RuleString>
<L5RuleMask></L5RuleMask>
<L50ffset></L50ffset>

</L5Rule>

<UdfFormat></UdfFormat>

<Protocol Type></ProtocolType>
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Remarks

Support for this function
depends on the device
model.

This column cannot be
modified.



<SrcAny></SrcAny>

<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>

</SrclPv4>

<DstAny></DstAny>

<DstlIPv4>
<DstlPv4Addr></DstlIPv4Addr>
<DstIPv4Wildcard></DstlPv4Wildcard>

</DstlIPv4>

<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>

</SrcPort>

<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>

</DstPort>

<DSCP></DSCP>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>

</Rule>
</UserRules>
</ACL>
Table description
Item Description
Feature name ACL
Table name UserRules
Table type Multi-instance table
Row name Rule
Restrictions None

Support for row creation and deletion | Yes

Columns
Column CO'U'T‘”. Column Data type and restrictions | Remarks
name description type
d You must create an ACL
Unsigned integer. i
GroupID ACL number. Index g g first before you create,

Value range: 5000 to 5999.
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merge, or replace rules for
it.



Column Column Column Data type and restrictions

name description type
Unsigned integer.
RulelD Rule ID. Index Value range: 0 to 65535.
The value 65535 is an invalid
rule ID.
ACtil((J”tO” Enumeration:
. packets
Action matching the N/A . 1—Deny..
rule. (] 2—Permit.
Specifies that the Members include:
offset is relative ;
L2RuleString.
L2Rule to the beginning Data * g
of the Layer 2 structure | o L2RuleMask.
frame header. e  L20ffset.

Hexadecimal string.

N/A Length: 2 to the
device-specific upper limit.

String for the

L2RuleString match pattern.

Hexadecimal string.
Match pattern

L2RuleMask =~ N/A Length: 2 to the
device-specific upper limit.
Oft;fset 'r';‘ bﬁ’iﬁs Unsigned integer.
after which the
L20ffset match operation N/A Value range: 0 to the
begins. device-specific upper limit.
Specifies that the Members include:
offset is relative ;
IPv4RuleString.
IPv4Rule to the beginning Data * g
of the 1Pv4 structure ' o |Py4RuleMask.
header. e  |Pv4Offset.

Hexadecimal string.

N/A Length: 2 to the
device-specific upper limit.

IPv4RuleStrin | String for the
g match pattern.

Hexadecimal string.

IPv4RuleMas = Match pattern
P N/A Length: 2 to the

k mask. : z e
device-specific upper limit.
Oft;fset 'r';‘ bﬁ’iﬁs Unsigned integer.
after which the
IPv4Offset match operation N/A Value range: O to the
begins. device-specific upper limit.
Specifies that the Members include:
offset is relative ;
IPv6RuleString.
IPv6Rule to the beginning Data * d
of the IPV6 structure ' o |Pv6RuleMask.
header. . IPv6Offset.
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Remarks

If you set this column to
65535, the system
automatically assigns a
new rule ID. This rule ID is
the nearest higher
multiple of the numbering
step to the current highest
rule ID, starting from 0.

You cannot specify an
action when you remove
or delete a rule.

You must specify an
action when you replace a
rule, or when you merge
or create a rule that does
not exist.

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A

The members must all be
specified.



Column
name

IPv6RuleStrin
g

IPv6RuleMas
k

IPv6Offset

L4Rule

L4RuleString

L4RuleMask

L40Offset

L5Rule

L5RuleString

L5RuleMask

L50ffset

UdfFormat

ProtocolType

Column
description

String for the
match pattern.

Match pattern
mask.

Specifies an
offset in bytes
after which the

match operation

begins.

Specifies that the

offset is relative

to the beginning

of the Layer 4
header.

String for the
match pattern.

Match pattern
mask.

Specifies an
offset in bytes
after which the

match operation

begins.

Specifies that the

offset is relative

to the beginning

of the payload.

String for the
match pattern.

Match pattern
mask.

Specifies an
offset in bytes
after which the

match operation

begins.

User-defined
packet fortmat.

Protocol type.

Column
type

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Hexadecimal string.

Length: 2 to the
device-specific upper limit.

Hexadecimal string.

Length: 2 to the
device-specific upper limit.

Unsigned integer.

Value range: 0 to the
device-specific upper limit.

Members include:

e  L4RuleString.
e L4RuleMask.
e  L4Offset.

Hexadecimal string.
Length: 2 to the
device-specific upper limit.
Hexadecimal string.

Length: 2 to the
device-specific upper limit.

Unsigned integer.

Value range: 0 to the
device-specific upper limit.

Members include:
e  L5RuleString.
e L5RuleMask.
. L50ffset.

Hexadecimal string.
Length: 2 to the
device-specific upper limit.
Hexadecimal string.

Length: 2 to the
device-specific upper limit.

Unsigned integer.

Value range: 0 to the
device-specific upper limit.

Enumeration:

e 1—IFA packet.

e 2—Raw ip packet.
Unsigned integer.
Value range: 0 to 256.

Remarks

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A

This column is available
when the ProtocolType is
specified.

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A

This column is available
when the ProtocolType is
specified.

You cannot specify a
protocol type when you



Column
name

SrcAny

SrclPv4

SrclPv4Addr

SrclPv4Wildc
ard

DstAny

DstIPv4

DstIPv4Addr

DstIPv4Wildc
ard

Column
description

Whether a rule
matches any
source IP
addresses.

Source IPv4
information.

Source IPv4
address.

Wildcard mask
for the source
IPv4 address.

Whether a rule
matches any
destination IP
addresses.

Destination IPv4
information.

Destination IPv4
address.

Wildcard mask
for the
destination IPv4
address.

Column
type

N/A

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

Data type and restrictions

The value 256 represents all

IPv4 protocols.

Boolean:
e true—Matches any

source IP addresses

(default).

. false—Matches the
specified source IP
address.

Members include:
. SrclPv4Addr.
. SrclPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

Boolean:

e true—Matches any
destination IP
addresses (default).

. false—Matches the

specified destination IP

address.
Members include:

. DstIPv4Addr.
. DstIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.
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Remarks

remove or delete a rule.

This column is available
when the ProtocolType is
specified.

This column must be

configured together with
the SrclPv4 column.

This column must be
configured together with
the SrcAny column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

Example: 255.255.255.0.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column is available
when the ProtocolType is
specified.

This column must be

configured together with
the DstIPv4 column.

This column must be
configured together with
the DstAny column.

The two members must
both be specified.
Example: 1.1.1.1.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.
Example: 255.255.255.0.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.



Column
name

SrcPort

SrcPortOp

SrcPortValue
1

SrcPortValue
2

DstPort

DstPortOp

DstPortValue
1

DstPortValue
2

DSCP

TimeRange

Column
description

Source port
information.

Source port
operator.

Start source port.

End source port.

Destination port
information.

Destination port
operator.

Start destination
port.

End destination
port.

DSCP priority.

Time range.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Members include:

. SrcPortOp.

. SrcPortValuel.
. SrcPortValue2.

Boolean:

e 1t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. DstPortOp.

. DstPortValuel.
e  DstPortValue2.

Boolean:

e 1t (lower than).

e 2—eq (equal to).

e  3—qt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Unsigned integer.
Value range: 0 to 63.

String, case-insensitive.
Length: 1 to 32 characters.

The string must start with an
English letter.

Remarks

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When SrcPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
source port is not
available.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When DstPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
destination port is not
available.

This column is available
when the ProtocolType is
specified.

It cannot be the word all.



Column Column Column
name description type

) Whether to count
Counting the rule matches. VA

Comment Rule comment. N/A

ACL/UserNamedRules

Data type and restrictions

Boolean:

. true—Counts the rule
matches.

. false—Does not count
the rule matches
(default).

String, case-sensitive.
Length: 1 to 127 characters.

This table contains information about named user-defined ACL rules.

XML structure

<ACL>
<UserNamedRules>
<Rule>

<GrouplIndex></Grouplndex>

<RulelD></RulelD>

<Action></Action>

<L2Rule>
<L2RuleString></L2RuleString>
<L2RuleMask></L2RuleMask>
<L20ffset></L20ffset>

</L2Rule>

<IPv4Rule>
<IPv4RuleString></IPv4RuleString>
<IPv4RuleMask></1Pv4RuleMask>
<IPv40ffset></1Pv40ffset>

</IPv4Rule>

<IPv6Rule>
<IPv6RuleString></IPv6RuleString>
<IPv6RuleMask></1Pv6RuleMask>
<IPv60Offset></1Pv60ffset>

</IPv6Rule>

<L4Rule>
<L4RuleString></L4RuleString>
<L4RuleMask></L4RuleMask>
<L40ffset></L40ffset>

</L4Rule>

<L5Rule>
<L5RuleString></L5RuleString>
<L5RuleMask></L5RuleMask>
<L50ffset></L50ffset>

</L5Rule>
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Remarks

N/A

A comment can only be
configured for an existing
rule.



<UdfFormat></UdfFormat>

<ProtocolType></ProtocolType>

<SrcAny></SrcAny>

<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>

</SrclPv4>

<DstAny></DstAny>

<DstlPv4>
<DstlPv4Addr></DstlIPv4Addr>
<DstlIPv4Wildcard></DstlPv4Wildcard>

</DstlPv4>

<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>

</SrcPort>

<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>

</DstPort>

<DSCP></DSCP>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>
</Rule>
</UserNamedRules>
</ACL>
Table description
Item Description
Feature name ACL
Table name UserNamedRules
Table type Multi-instance table
Row name Rule
Restrictions None

Support for row creation and deletion | Yes

Columns
Column Co'””?”. Column Data type and restrictions | Remarks
name description type
GrouplIndex ACL name or Index String. You must create an ACL

67



Column Column Column Data type and restrictions

name description type
number. Length: 1 to 63 characters.
. ACL name:
Case-insensitive string
of 1 to 63 characters.
e ACL number:
String of digits in the
range of 5000 to 5999.
Unsigned integer.
RulelD Rule ID. Index Value range: 0 to 65535.
The value 65535 is an invalid
rule ID.
AC“'(()”tO” Enumeration:
. packets
Action matching the N/A e 1—Deny.
rule. . 2—Permit.
Specifies that the Members include:
offset is relative ;
L2RuleString.
L2Rule to the beginning Data * g
of the Layer 2 structure | o L2RuleMask.
frame header. e  L20ffset.

) Hexadecimal string.
String for the

eRulesting match pattern. e Iag\rl]%g-:s%ézi;ihceupper limit

Hexadecimal string.
Match pattern

L2RuleMask =~ N/A Length: 2 to the
device-specific upper limit.
Oft;fset 'r']" bﬁ’iﬁs Unsigned integer.
after which the
L20ffset match operation N/A Value range: O to the
begins. device-specific upper limit.
Specifies that the Members include:
offset is relative ;
IPv4RuleString.
IPv4Rule to the beginning Data * g
of the IPv4 structure ' o |Py4RuleMask.
header. e  |Pv4Offset.

. . Hexadecimal string.
IPv4RuleStrin | String for the N/A ]
g match pattern. Length: 2 to the

device-specific upper limit.

Hexadecimal string.
IPv4RuleMas @ Match pattern N/A )
Kk mask. Length: 2 to the

device-specific upper limit.

Offset in bytes N/A Unsigned integer.

IPv40Offset .
after which the Value range: 0 to the
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Remarks

first before you create,
merge, or replace rules for
it.

If you set this column to
65535, the system
automatically assigns a
new rule ID. This rule ID is
the nearest higher
multiple of the numbering
step to the current highest
rule ID, starting from 0.

You cannot specify an
action when you remove
or delete a rule.

You must specify an
action when you replace a
rule, or when you merge
or create a rule that does
not exist.

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A



Column
name

IPv6Rule

IPv6RuleStrin
g

IPv6RuleMas
k

IPv6Offset

L4Rule

L4RuleString

L4RuleMask

L40Offset

L5Rule

L5RuleString

L5RuleMask

Column
description

match operation
begins.

Specifies that the
offset is relative
to the beginning
of the IPv6
header.

String for the
match pattern.

Match pattern
mask.

Specifies an
offset in bytes
after which the
match operation
begins.

Specifies that the
offset is relative
to the beginning
of the Layer 4
header.

String for the
match pattern.

Match pattern
mask.

Specifies an
offset in bytes
after which the
match operation
begins.

Specifies that the
offset is relative
to the beginning
of the payload.

String for the
match pattern.

Match pattern
mask.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

Data type and restrictions

device-specific upper limit.

Members include:

e |Pv6RuleString.
e |IPv6RuleMask.
e  |Pv6Offset.

Hexadecimal string.
Length: 2 to the
device-specific upper limit.
Hexadecimal string.

Length: 2 to the
device-specific upper limit.

Unsigned integer.

Value range: 0 to the
device-specific upper limit.

Members include:
e  L4RuleString.
. L4RuleMask.
e  L4Offset.

Hexadecimal string.
Length: 2 to the
device-specific upper limit.
Hexadecimal string.

Length: 2 to the
device-specific upper limit.

Unsigned integer.

Value range: 0 to the
device-specific upper limit.

Members include:

e  L5RuleString.
e  L5RuleMask.
e  L5Offset.

Hexadecimal string.

Length: 2 to the
device-specific upper limit.

Hexadecimal string.

Length: 2 to the
device-specific upper limit.

Remarks

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.

N/A

This column is available
when the ProtocolType is
specified.

The members must all be
specified.

The length must be an
even number.

The length must be an
even number, and equal
to that of the match
pattern string.



Column
name

L50ffset

UdfFormat

ProtocolType

SrcAny

SrclPv4

SrclPv4Addr

SrclPv4Wildc
ard

DstAny

Column
description

Specifies an
offset in bytes
after which the
match operation
begins.

User-defined
packet fortmat.

Protocol type.

Whether a rule
matches any
source IP
addresses.

Source IPv4
information.

Source IPv4
address.

Wildcard mask
for the source
IPv4 address.

Whether a rule
matches any
destination IP
addresses.

Column
type

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A
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Data type and restrictions

Unsigned integer.

Value range: 0 to the
device-specific upper limit.

Enumeration:
e 1—IFA packet.
e 2—Raw ip packet.

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all
IPv4 protocols.

Boolean:

e true—Matches any
source IP addresses
(default).

. false—Matches the
specified source IP
address.

Members include:
SrclPv4Addr.
. SrcIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

Boolean:

e true—Matches any
destination IP
addresses (default).

. false—Matches the

Remarks

N/A

This column is available
when the ProtocolType is
specified.

You cannot specify a
protocol type when you
remove or delete a rule.

This column is available
when the ProtocolType is
specified.

This column must be
configured together with
the SrclIPv4 column.

This column must be
configured together with
the SrcAny column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

Example: 255.255.255.0.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column is available
when the ProtocolType is
specified.

This column must be



Column
name

DstIPv4

DstlPv4Addr

DstlPv4Wildc
ard

SrcPort

SrcPortOp

SrcPortValue
1

SrcPortValue
2

DstPort

Column
description

Destination IPv4
information.

Destination IPv4
address.

Wildcard mask
for the
destination IPv4
address.

Source port
information.

Source port
operator.

Start source port.

End source port.

Destination port

Column
type

Data
structure

N/A

N/A

Data
structure

N/A

N/A

N/A

Data

Data type and restrictions

specified destination IP

address.

Members include:
. DstIPv4Addr.
. DstIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

Members include:

. SrcPortOp.

. SrcPortValuel.
e  SrcPortValue2.

Boolean:
e 1t (lower than).
e 2—eq (equal to).

Remarks

configured together with
the DstIPv4 column.

This column must be
configured together with
the DstAny column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

Example: 255.255.255.0.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

N/A

Unsigned integer.

Value range: 0 to 65536.

Members include:

When SrcPortOp is 5, the
value range is 0 to 65535.
Otherwise, it can only be
65536. The value 65536
indicates that the end
source port is not
available.

Only the TCP and UDP



Column Column Column Data type and restrictions | Remarks

name description type
information. structure ' o«  DstPortOp. protocols support this
. DstPortValuel. column.
+  DstPortvalue2. The members must be all
specified.
Boolean:

e 1t (lower than).
L e 2—eq (equal to).
Destination port
DstPortOp operator. N/A . j—gt (g(reater thaln).) N/A
. —neq (not equal to).
e 5—range (inclusive
range).

Unsigned integer.
N/A N/A
Value range: 0 to 65535.

DstPortValue @ Start destination
1 port.

When DstPortOp is 5, the
value range is 0 to 65535.

o Unsigned integer. Otherwise, it can only be
DetPortValue Egrot' destination |\ A 65536. The value 65536
' Value range: 0 to 65536. indicates that the end
destination port is not
available.

Unsigned integer. This column is available
DSCP DSCP priority. N/A when the ProtocolType is

Value range: 0 to 63. specified.

String, case-insensitive.
TimeRange Time range. N/A Length: 1 to 32 characters. It cannot be the word all.

The string must start with an

English letter.

Boolean:

e true—Counts the rule
Counting :/r:/hetr;er to tcch]unt N/A matches. N/A

e rule matcnes. o false—Does not count
the rule matches
(default).

String, case-sensitive. A comment can only be

Comment Rule comment. N/A configured for an existing

Length: 1 to 127 characters. = e

ACL/ZonePairPfilterApply

This table contains information about packet filter application for zone-pair.

XML structure

<ACL>
<ZonePairPfilterApply>

72



<Pfilter>
<SrcZone></SrcZone>
<DestZone></DestZone>
<AclType></AclType>
<AclGroup></AclGroup>
</Pfilter>
</ZonePairPfilterApply>
</ACL>

Table description

Item Description
Feature name ACL

Table name ZonePairPfilterApply
Table type Multi-instance table
Row name Pfilter

Restrictions None

Support for row creation and deletion | Yes

Columns
Column Column Column -
- Data type and restrictions | Remarks
name description type
SreZone Name of the Index String, case insensitive. Cannot contain
source zone. Length: 1 to 31 characters. midline(-).
DestZone Name of the Index String, case insensitive. Cannot contain
destination zone. Length: 1 to 31 characters. midline(-).
Enumeration: . .
e 1—IPVAACL. Type 3 is not supported in
AciType ACL type Index > IPVE ACL the current software
’ ° — PV : version, and is reserved
e  3—Ethernet frame for future support.
header ACL.
An ACL nhame must start
with an English letter and
e ACL name: cannot be all.
Case-insensitive string The value ranae depends
of 1 to 63 characters. 9 p
AclGrou ACL name or Index c ber- on the AppAciType
P number. e ACL number: column.

An unsigned integer in

th f 2000 t b 2000 to 5999_ if
Sgegga.mge ° © AppAclType is 1.

e 2000 to 3999 if
AppAclType is 2.
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ACL
ACL/Base

This table contains ACL base table.

XML structure

<ACL>
<Base>
<ProcessingStatus></ProcessingStatus>
</Base>
</ACL>

Table description

Item Description
Feature name ACL
Table name Base
Table type Single-instance table
Row name N/A
Restrictions None.
Columns
Column name Column description = Column type Data type and restrictions

Enumeration:
N/A e 1—Processing.
. 2—Idle.

ACL processing

ProcessingStatus status

ACL/Capability

This table contains ACL capability information, and it is used to obtain custom ACL parameters.

XML structure

<ACL>
<Capability>
<UserAclL2>
<L2MaxOffset></L2MaxOffset>
<L2MaxLen></L2MaxLen>
</UserAclL2>



<UserAclL4>

<L4MaxOffset></L4MaxOffset>
<L4MaxLen></L4MaxLen>
</UserAclL4>
<UserAcl 1Pv4>

<I1Pv4MaxOffset></1Pv4MaxOffset>

<1Pv4MaxLen></I1Pv4MaxLen>
</UserAcl 1Pv4>
<UserAcl IPv6>

<IPv6MaxOffset></I1Pv6MaxOffset>

<1Pv6MaxLen></I1Pv6MaxLen>
</UserAcl IPv6>

</Capability>

</ACL>

Table description

Iltem
Feature name

Table name
Table type
Row name

Restrictions

Description
ACL

Capability

Single-instance table

N/A

None

Columns
Column . -
name Column description Column type Data type and restrictions
Custom Layer 2 frame Members include:
UserAclL2 header parameters for Data structure . L2MaxOffset.
user-defined ACL rules e L2MaxLen.
Maximulm pffset relative to Unsigned integer.
L2MaxOffset the beginning of the Layer = N/A )
2 frame header Value range: 0 to 254.
i Unsigned integer.
L2MaxLen Maximum length _of the N/A 9 9
match pattern string Value range: 0 to 254.
Custom Layer 4 header Members include:
UserAclL4 parameters for Data structure ° L4MaxOffse.
user-defined ACL rules e  L4MaxLen.
Maximu_m pffset relative to Unsigned integer.
L4MaxOffset the beginning of the Layer = N/A
4 header Value range: 0 to 254.
i Unsigned integer.
LAMaxLen Maximum length of the N/A 9 9

match pattern string

Value range: 0 to 254.



Column
name

UserAcliPv4

IPv4MaxOffset

IPv4MaxLen

UserAclIPv6

IPv6MaxOffset

IPv6MaxLen

Column description

Custom IPv4 header
parameters for
user-defined ACL rules

Maximum offset relative to
the beginning of the IPv4
header

Maximum length of the
match pattern string

Custom IPv6 header
parameters for
user-defined ACL rules

Maximum offset relative to
the beginning of the IPv6
header

Maximum length of the
match pattern string

ACL/Groups

This table displays ACL information.

XML structure

<ACL>
<Groups>
<Group>

<GroupType></GroupType>

<GrouplD></GrouplD>
<MatchOrder></MatchOrder>
<Step></Step>

<Name></Name>

<Description></Description>

<RuleNum></RuleNum>

</Group>
</Groups>
</ACL>

Table description

Column type

Data structure

N/A

N/A

Data structure

N/A

N/A

Data type and restrictions

Members include:
° IPv4MaxOffset.
. IPv4MaxLen.

Unsigned integer.
Value range: 0 to 254.

Unsigned integer.
Value range: 0 to 254.

Members include:
o IPv6MaxOffset.
° IPv6MaxLen.

Unsigned integer.
Value range: 0 to 254.

Unsigned integer.
Value range: 0 to 254.

Item
Feature name

Table name
Table type

Row name

Description
ACL

Groups

Multi-instance table

Group



Restrictions None
Columns
Column Column Column Data type and
L e Remarks
name description | type restrictions
Enumeration:
. 1—IPv4.
GroupType ACL type Index N/A
piyp yp . 2—IPv6. 3—MAC.
° 4—User-defined.
The value range depends on
the GroupType column.
. 2000 to 5999 if
GroupType is 1.
o IPv4 basic ACL: 2000
to 2999.
o IPv4 advanced ACL:
3000 to 3999.
s D ACL nd Unsigned integer. o Ethernet frame
rou ndex .
P number Value range: 2000 to 5999. QgggerACL. 4000 to
o User-defined ACL:
5000 to 5999.
. 2000 to 3999 if
GroupType is 2.
o IPv6 basic ACL: 2000
to 2999.
o IPv6 advanced ACL.:
3000 to 3999.
Enumeration:
_ e 1—Config. In this
Order in order, rules are sorted
MatchOrder | Which the N/A in ascending order of | \A
rules are rule ID.
sorted e 2—Auto. In this order,
rules are sorted in
depth-first order.
ACL rule Unsigned integer.
Step numbering N/A N/A
step Value range: 1 to 20.
String, case-insensitive. i
Name ACL name | N/A g Name is not supported for
Length: 1 to 63 characters. = number ACL.
String, case-sensitive.
Description ACL N/A ] By default, an ACL has no
P description Length: 1 to 127 description.
characters.
Number of Unsigned integer.
RuleNum rules in the N/A N/A
ACL Value range: 0 to 65535.



ACL/NamedGroups

This table displays named ACL information.

XML structure

<ACL>

<NamedGroups>

<Group>

<GroupType></GroupType>

<GroupCategory></GroupCategory>

<GrouplIndex></Grouplndex>
<MatchOrder></MatchOrder>
<Step></Step>

<Description></Description>

<RuleNum></RuleNum>

</Group>

</NamedGroups>

</ACL>

Table description

Item Description
Feature name ACL
Table name NamedGroups
Table type Multi-instance table
Row name Group
Restrictions None
Columns
Column name Co'””?”. Column Data_ ty_pe and Remarks
description = type restrictions
Enumeration:
. 1—IPv4.
GroupType ACL type Index e 2—|Pv6. N/A
. 3—MAC.
e 4—User-defined.
The value range depends
on the GroupType column.
Enumeration: e 1to2if GroupType is
GroupCatedor ACL Index . O—invalid. lor2.
P gory Category . 1—basic. o basic ACL: 1.

. 2—advanced.

o advanced ACL: 2.
0 if GroupType is 3 or
4.



Column Column Data type and
Column name L 7 Remarks
description type restrictions
The value range depends
on the GroupType column.
e 2000 to 3999 if
GroupType is 1.
o IPv4 basic ACL:
2000 to 2999.
o IPv4 advanced
String. ACL: 3000 to
Length: 1 to 63 3999.
characters. . 2000 to 3999 if
. ACL name: GroupType is 2.
Case-insensitive o IPv6 basic ACL:
ACL
Grouplndex numbnearme o' Index string of 1 to 63 2000 to 2999.
characters. o IPv6 advanced
. ACL number: ACL: 3000 to
String of digits in the 3999.
range of 2000 to e 4000 to 4999 if
5999. GroupType is 3.
o Ethernet frame
header ACL: 4000
to 4999.
e 5000 to 5999 if
GroupType is 4.
User-defined ACL: 5000 to
5999.
Enumeration:
e 1—Config. In this
Order in order, rules are
which the sorted in ascending
MatchOrder rules are N/A order of rule ID. N/A
sorted . 2—Auto. In this
order, rules are
sorted in depth-first
order.
ACL rule Unsigned integer.
Step numbering N/A N/A
step Value range: 1 to 20.
String, case-sensitive.
Description ACL N/A ] By default, an ACL has no
P description Length: 1 to 127 description.
characters.
Number of Unsigned integer.
RuleNum rules in the N/A N/A
ACL Value range: 0 to 65535.

ACL/Intervals

This table contains ACL interval information.

XML structure

<ACL>



<Intervals>
<Interval>
<IntervalType></IntervalType>
<IntervalValue></IntervalValue>
</Interval>
</Intervals>
</ACL>

Table description

Item Description
Feature name ACL
Table name Intervals
Table type Multi-instance table
Row name Interval
Restrictions None
Columns
Column name CO'U'T‘”. Column Datg ty_pe and Remarks
description type restrictions
Enumeration: The type of the interval specified
IntervalType The type of Index e 1—loggin for generating packet filtering
the interval 99ing. | t
o 2_trap. ogs or traps.
Th | § Unsigned integer.
e value o '
IntervalValue the interval N/A \1/2%6 range: 5 to It must be a multiple of 5.

ACL/IPv4BasicRules

This table contains IPv4 basic ACL rule information.

XML structure

<ACL>
<IPv4BasicRules>
<Rule>
<GrouplD></GrouplD>
<RulelD></RulelD>

<Action></Action>

<SrcAny></SrcAny>

<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>

</SrclPv4>



<SrcObjectGroup></SrcObjectGroup>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<Matchlndex></MatchIndex>
</Rule>
</IPv4BasicRules>
</ACL>

Table description

Item Description
Feature name ACL
Table name IPv4BasicRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column Column Column Data type and
- L Remarks
name description type restrictions
Unsigned integer.
GroupID ACL number. Index N/A

Value range: 2000 to 2999.

Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.

) Enumeration:
Action on packets

Action matching the rule. N/A » 1—Deny. N/A
. 2—Permit.
Boolean:
Whether a rule e  true—Matches any
SrcAny matchelspany N/A source IP addresses. N/A
source e false—Matches the
addresses. specified source IP
address.
s Pya Dat Members include: The ¢ b X
ource IPv. ata e two members mus
SrelPva information. stucture | ¢ SfelPvaAdar. both be specified.

. SrcIPv4Wildcard.



Column
name

SrclPv4Addr

SrclPv4Wild
card

SrcObjectGr
oup

Fragment

TimeRange

VRF

Counting

Logging

Comment

Status

Count

Matchindex

Column
description

Source IPv4
address.

Wildcard mask for
the source IPv4
address.

Source object
group name.

Whether a rule
matches only
non-first
fragments.

Time range.

VRF.

Whether to count
the rule matches.

Whether to log

rule match events.

Rule comment.

Rule status.

Number of
packets that
match a rule.

Index of the rule
after sorting.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and
restrictions

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.

Length: 1 to 31 characters.

Boolean:

e  true—Matches only
non-first fragments.

o false—Matches both
fragments and
non-fragments.

String, case-insensitive.

Length: 1 to 32 characters.

String, case-sensitive.

Length: 1 to 31 characters.

Boolean:

. true—Counts the rule

matches.

. false—Does not count

the rule matches.

Boolean:

e true—Logs rule match

events.

o false—Does not log
rule match events.

String, case-sensitive.
Length: 1 to 127
characters.
Enumeration:

e 1—Active.

e  2—lnactive.

Unsigned integer.
Value range: 0 to 2** - 1.

Unsigned integer.
Value range: 0 to 65534.

Remarks

Example: 1.1.1.1.

This column is available
when the SrcAny
column is false.

It must be empty when
the SrcAny column is
true.

Example: 255.255.255.0.

This column is available
when the SrcAny
column is false.

It must be empty when
the SrcAny column is
true.

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A



ACL/IPv4NamedBasicRules

This table contains named IPv4 basic ACL rule information.

XML structure

<ACL>
<IPv4NamedBasicRules>
<Rule>
<GrouplIndex></Grouplndex>
<RulelD></RulelD>
<Action></Action>
<SrcAny></SrcAny>
<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>
</SrclPv4>
<SrcObjectGroup></SrcObjectGroup>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<MatchlIndex></MatchlIndex>
</Rule>
</IPv4NamedBasicRules>
</ACL>

Table description

Item Description

Feature name ACL

Table name IPvdNamedBasicRules
Table type Multi-instance table
Row name Rule

Restrictions None

10



Columns

Column
name

Grouplndex

RulelD

Action

SrcAny

SrclPv4

SrclPv4Addr

SrclPv4Wild
card

SrcObjectGr
oup

Fragment

Column
description

ACL name or
number.

Rule ID.

Action on packets
matching the rule.

Whether a rule
matches any
source IP
addresses.

Source IPv4
information.

Source IPv4
address.

Wildcard mask for
the source IPv4
address.

Source object
group name.

Whether a rule
matches only
non-first
fragments.

Column
type

Index

Index

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

11

Data type and
restrictions

String.

Length: 1 to 63 characters.

. ACL name:
Case-insensitive
string of 1 to 63
characters.

e ACL number:
String of digits in the

range of 2000 to 2999.

Unsigned integer.
Value range: 0 to 65534.

Enumeration:
. 1—Deny.
. 2—Permit.

Boolean:

e true—Matches any
source IP addresses.

. false—Matches the
specified source IP
address.

Members include:

. SrclPv4Addr.

. SrclPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.

Length: 1 to 31 characters.

Boolean:

e  true—Matches only
non-first fragments.

o false—Matches both

fragments and
non-fragments.

Remarks

N/A

N/A

N/A

N/A

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the SrcAny
column is false.

It must be empty when
the SrcAny column is
true.

Example: 255.255.255.0.

This column is available
when the SrcAny
column is false.

It must be empty when
the SrcAny column is
true.

N/A

N/A



Column Column Column Data type and

- L2 Remarks
name description type restrictions
_ ) String, case-insensitive.
TimeRange | Time range. N/A N/A
Length: 1 to 32 characters.

String, case-sensitive.
VRF VRF. N/A N/A
Length: 1 to 31 characters.

Boolean:

Whether to count . true—Counts the rule

Counting the rule matches. N/A matches. N/A
o false—Does not count
the rule matches.
Boolean:
true—Logs rule match
. Whether to log *
Logging rule match events. N/A events. NIA
o false—Does not log
rule match events.
String, case-sensitive.
Comment Rule comment. N/A Length: 1 to 127 N/A

characters.

Enumeration:
Status Rule status. N/A . 1—Active. N/A
. 2—Inactive.

Number of Unsigned integer.
Count packets that N/A 61 N/A
match a rule. Value range: 0 to 2™ - 1.
Unsigned integer.
Matchindex Index of t.he rule N/A g g N/A
after sorting. Value range: 0 to 65534.

ACL/IPv6BasicRules

This table contains IPv6 basic ACL rule information.

XML structure

<ACL>
<IPv6BasicRules>
<Rule>

<GrouplD></GrouplD>

<RulelD></RulelD>

<Action></Action>

<SrcAny></SrcAny>

<SrclPv6>
<SrclPv6Addr></SrclIPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>

</SrclPv6>

<SrcObjectGroup></SrcObjectGroup>

<RoutingTypeAny></RoutingTypeAny>

12



<RoutingTypeValue></RoutingTypeValue>

<Fragment></Fragment>

<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>

<Logging></Logging>

<Comment></Comment>

<Status></Status>

<Count></Count>
<Matchlndex></Matchlndex>

</Rule>

</1Pv6BasicRules>

</ACL>

Table description

Iltem
Feature name

Description
ACL

Table name IPv6BasicRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column CO'“".“”. Column Data type and restrictions Remarks
name description type
Unsigned integer.
GroupID ACL number. Index N/A
Value range: 2000 to 2999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
ACtil‘()”tO” Enumeration:
. packets
Action matching the N/A e 1—Deny. N/A
rule. . 2—Permit.
Boolean:
Whether a rule e true—Matches any
SrcAny matchelspany N/A source IPv6 addresses. N/A
source e false—Matches the
addresses. specified source IPv6
address.
s PG Dat Members include: ™ b .
ource IPv ata e members mus
SrclPve information. structure | * SrclPv6Address. both be specified.

. SrclPv6Prefix.

13



Column
name

SrclPv6Addr

SrclPv6Prefix

SrcObjectGro
up

RoutingTypeA
ny

RoutingTypeV

alue

Fragment

TimeRange

VRF

Counting

Logging

Comment

Column
description

Source IPv6
address.

Length of the
source IPv6
address prefix.

Source object
group name.

Whether a rule
matches any
types of routing
header.

Routing header
type.

Whether a rule
matches only
non-first
fragments.

Time range.

VRF.

Whether to
count the rule
matches.

Whether to log
rule match
events.

Rule comment.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

14

Data type and restrictions

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.

Length: 1 to 31 characters.

Boolean:

e true—Matches any types
of routing header.

e false—Matches the
specified type of routing
header.

Unsigned integer.

Value range: 0 to 255.

Boolean:

e  true—Matches only
non-first fragments.

° false—Matches both
fragments and
non-fragments.

String, case-insensitive.

Length: 1 to 32 characters.

String, case-sensitive.
Length: 1 to 31 characters.

Boolean:

. true—Counts the rule
matches.

° false—Does not count
the rule matches.

Boolean:
e  true—Logs rule match
events.

e false—Does not log rule
match events.

String, case-sensitive.
Length: 1 to 127 characters.

Remarks

Example: 1:1::1:1.

This column is
available when the
SrcAny column is
false.

It must be empty when
the SrcAny column is
true.

This column is
available when the
SrcAny column is
false.

It must be empty when
the SrcAny column is
true.

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A



Column Column Column Data type and restrictions Remarks

name description type
Enumeration:
Status Rule status. N/A . 1—Active. N/A
. 2—Inactive.
Number of Unsigned integer.
Count packets that N/A 64 N/A
match a rule. Value range: 0 to 2™ - 1.
Unsigned integer.
Matchindex Index of t_he rule N/A g g N/A
after sorting. Value range: 0 to 65534.

ACL/IPv6eNamedBasicRules

This table contains named IPv6 basic ACL rule information.

XML structure

<ACL>
<IPv6NamedBasicRules>
<Rule>
<GrouplIndex></Grouplndex>
<RulelD></RulelD>
<Action></Action>
<SrcAny></SrcAny>
<SrclPv6>
<SrclIPv6Addr></SrclPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>
</SrclPv6>
<SrcObjectGroup></SrcObjectGroup>
<RoutingTypeAny></RoutingTypeAny>
<RoutingTypeValue></RoutingTypeValue>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<Matchlndex></MatchlIndex>
</Rule>
</IPv6NamedBasicRules>
</ACL>

15



Table description

Iltem
Feature name

Description
ACL

Table name IPv6NamedBasicRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column CO'“".“”. Column Data type and restrictions Remarks
name description type
String.
Length: 1 to 63 characters.
e ACL name:
Grouplndex ACL name or Index Case-insensitive string of = \/a
number. 1 to 63 characters.
e ACL number:
String of digits in the
range of 2000 to 2999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
ACtil‘()”tO” Enumeration:
. packets
Action matching the N/A . 1—Deny_. N/A
rule. . 2—Permit.
Boolean:
Whether a rule e true—Matches any
SrcAny matchelspany N/A source IPv6 addresses. N/A
source e false—Matches the
addresses. specified source IPv6
address.
s PV6 Dat Members include: - b .
ource IPv ata e members mus
SrclPve information. structure | * SrclPv6Address. both be specified.
e  SrclPv6Prefix.
Example: 1:1::1:1.
This column is
available when the
SrclPvBAddr Source IPv6 N/A Hexadecimal string, SrcAny column is
address. colon-separated. false.

16

It must be empty when
the SrcAny column is
true.



Column
name

SrclIPv6Prefix

SrcObjectGro
up

RoutingTypeA
ny

RoutingTypeV
alue

Fragment

TimeRange

VRF

Counting

Logging

Comment

Status

Count

Column
description

Length of the
source IPv6
address prefix.

Source object
group name.

Whether a rule
matches any
types of routing
header.

Routing header
type.

Whether a rule
matches only
non-first
fragments.

Time range.

VRF.

Whether to
count the rule
matches.

Whether to log
rule match
events.

Rule comment.

Rule status.

Number of
packets that
match a rule.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

17

Data type and restrictions

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.

Length: 1 to 31 characters.

Boolean:

e true—Matches any types
of routing header.

o false—Matches the
specified type of routing
header.

Unsigned integer.

Value range: 0 to 255.

Boolean:

e  true—Matches only
non-first fragments.

¢ false—Matches both
fragments and
non-fragments.

String, case-insensitive.
Length: 1 to 32 characters.

String, case-sensitive.
Length: 1 to 31 characters.

Boolean:

° true—Counts the rule
matches.

. false—Does not count
the rule matches.

Boolean:
e true—Logs rule match
events.

o false—Does not log rule
match events.

String, case-sensitive.
Length: 1 to 127 characters.

Enumeration:
° 1—Active.
° 2—Inactive.

Unsigned integer.
Value range: 0 to 2% -1

Remarks

This column is
available when the
SrcAny column is
false.

It must be empty when
the SrcAny column is
true.

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A



Column Column Column Data type and restrictions

name description type
Unsigned integer.
Matchindex Index of t_he rule N/A g g
after sorting. Value range: 0 to 65534.

ACL/IPv4AdvanceRules

This table contains IPv4 advanced ACL rule information.

XML structure

<ACL>
<IPv4AdvanceRules>
<Rule>

<GrouplD></GrouplD>

<RulelD></RulelD>

<Action></Action>

<ProtocolType></ProtocolType>

<SrcAny></SrcAny>

<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>

</SrclPv4>

<SrcObjectGroup></SrcObjectGroup>

<DstAny></DstAny>

<DstlPv4>
<DstlIPv4Addr></DstlPv4Addr>
<DstlIPv4Wildcard></DstlPv4Wildcard>

</DstlIPv4>

<DstObjectGroup></DstObjectGroup>

<DSCP></DSCP>

<DSCPRange>
<StartDSCP></StartDSCP>
<EndDSCP></EndDSCP>

</DSCPRange>

<Precedence></Precedence>

<TOS></TOS>

<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>

</SrcPort>

<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>

</DstPort>

18

Remarks

N/A



<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP>
<ICMPType></I1CMPType>
<ICMPCode></1CMPCode>
</1CMP>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<QoSLocal ID></QoSLocal I1D>
<EncapType></EncapType>
<InProtocolType></InProtocolType>
<VxlanlD></VxlanlD>
<InSrcAny></InSrcAny>
<InSrclPv4>
<InSrclPv4Addr></1nSrclPv4Addr>
<InSrclPv4Wildcard></InSrclPv4Wildcard>
</InSrclPv4>
<InDstAny></InDstAny>
<InDstlPv4>
<InDstlPv4Addr></1nDstlPv4Addr>
<InDstlIPv4Wildcard></InDstlPv4Wildcard>
</InDstl1Pv4>
<InSrcPort>
<InSrcPortOp></InSrcPortOp>
<InSrcPortValuel></InSrcPortvaluel>
<InSrcPortValue2></InSrcPortvValue2>
</InSrcPort>
<InDstPort>
<InDstPortOp></InDstPortOp>
<InDstPortValuel></InDstPortValuel>
<InDstPortValue2></InDstPortValue2>
</InDstPort>
<InEstablished></InEstabl ished>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<Matchlndex></Matchlndex>
</Rule>

19



</1Pv4AdvanceRules>
</ACL>

Table description

Iltem

Feature name

Description
ACL

20

Table name IPv4AdvanceRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column CO'“".“”_ Column Data type and restrictions | Remarks
name description type
Unsigned integer.
GrouplD ACL number. Index N/A
Value range: 3000 to 3999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
Actilc()nton Enumeration:
. packets
Action matching the N/A e 1—Deny. N/A
rule. e 2—Permit.
Unsigned integer.
ProtocolType | Protocol type. N/A Value range: 0 to 256. N/A
The value 256 represents all
IPv4 protocols.
Boolean:
Whether a rule e true—Matches any
SrcAny matchelspany N/A source IP addresses. N/A
source e false—Matches the
addresses. specified source IP
address.
s Pya Dat Members include: h b t both
ource IPv ata e members must bo
SrelPv4 information. structure | ® SrclPv4Addr. be specified.
. SrclPv4Wildcard.
Example: 1.1.1.1.
This column is available
. : when the SrcAny
SrclPv4Addr Source [Pv4 N/A Strlng, dotted decimal column is false.
address. notation.

It must be empty when
the SrcAny column is
true.



Column
name

SrclPv4Wildc
ard

SrcObjectGro
up

DstiPv4

DstIPv4Addr

DstIPv4Wildc
ard

DstObjectGro
up

DSCPRange

StartDSCP

EndDSCP

Precedence

TOS

Column
description

Wildcard mask
for the source
IPv4 address.

Source object
group name.

Destination IPv4

information.

Destination IPv4

address.

Wildcard mask
for the

destination IPv4

address.

Destination
object group
name.

DSCP priority
range.

Start DSCP
priority of a
DSCP priority
range.

End DSCP
priority of a
DSCP priority
range.

IP precedence.

ToS preference.

Column
type

N/A

N/A

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data type and restrictions

String, dotted decimal
notation.

String, case-insensitive.
Length: 1 to 31 characters.

Members include:
o DstIPv4Addr.
o DstIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.
Length: 1 to 31 characters.

Members include:
. StartDSCP
. EndDSCP

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0to 7.

Unsigned integer.
Value range: 0 to 15.

Remarks

Example: 255.255.255.0.

This column is available
when the SrcAny
column is false.

It must be empty when
the SrcAny column is
true.

N/A

The members must both
be specified.

Example: 1.1.1.1.

This column is available
when the DstAny
column is false.

It must be empty when
the DstAny column is
true.

Example: 255.255.255.0.

This column is available
when the DstAny
column is false.

It must be empty when
the DstAny column is
true.

N/A

DSCP and DSCPRange
cannot be specified
together.

The end DSCP must be
greater than start DSCP.

N/A

N/A

N/A



Column
name

SrcPort

SrcPortOp

SrcPortValue
1

SrcPortValue
2

DstPort

DstPortOp

DstPortValue
1

DstPortValue
2

TcpFlag

Column
description

Source port
information.

Source port
operator.

Start source
port.

End source port.

Destination port
information.

Destination port
operator.

Start destination
port.

End destination
port.

TCP flags.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data
structure

22

Data type and restrictions

Members include:

. SrcPortOp.

. SrcPortValuel.
. SrcPortValue2.

Boolean:

e  1—It (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. DstPortOp.

. DstPortValuel.
. DstPortValue2.

Boolean:

e 11t (lower than).

e 2—e(q (equal to).

e  3—aqgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. ACK.
. FIN.

. PSH.
. RST.
. SYN.
. URG.

Remarks

Only the TCP and UDP
protocols support this
column.

The members must be
all specified.

N/A

N/A

When the SrcPortOp is
5, the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end source port is not
available.

Only the TCP and UDP
protocols support this
column.

The members must be
all specified.

N/A

N/A

When the DstPortOp is
5, the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end destination port is
not available.

N/A



Column
name

ACK

FIN

PSH

RST

SYN

URG

Established

ICMP

ICMPType

ICMPCode

Column
description

ACK flag in a
TCP packet.

FIN flag in a
TCP packet.

PSH flag in a
TCP packet.

RST flag in a
TCP packet.

SYNflagin a
TCP packet.

URG flag in a
TCP packet.

Whether a rule
matches flags
indicating the
established
status of a TCP
connection.

ICMP
messages.

Type of ICMP
messages.

Code of ICMP
messages.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

Data type and restrictions

Unsigned integer.

Value range: 0 or 1.

e 0—ACK flag is not set.
e 1—ACKflag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—FIN flag is not set.
e 1—FINflagis set.

Unsigned integer.

Value range: 0 or 1.

e 0—PSH flag is not set.
e 1—PSH flag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—RST flag is not set.
e 1 —RSTflagis set.

Unsigned integer.

Value range: 0 or 1.

e 0—SYN flag is not set.
e 1—SYNflagis set.
Unsigned integer.

Value range: 0 or 1.

¢ 0—URG flag is not set.
e 1—URGflagis set.

Boolean:

e true—Matches the
flags.

e false—Ignores the
flags.

Members include:

. ICMPType.

) ICMPCode.
Unsigned integer.
Value range: 0 to 255.

Unsigned integer.
Value range: 0 to 256.

The value 256 indicates that
no ICMP message code is
specified.

Remarks

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

On a router, the rule
matches TCP connection
packets with the ACK or
RST flag set. On a
switch, the availability
and usage of this column
depend on the device
model.

The members must both
be specified.

Only the ICMP protocol
supports this column.

Only the ICMP protocol
supports this column.



Column
name

Fragment

TimeRange

VRF

QoSLocallD

EncapType

InProtocolTyp
e

VxlanlD

InSrcAny

InSrclPv4

Column
description

Whether a rule
matches only
non-first
fragments.

Time range.

VRF.

Local QoS ID.

Encapsulation
type.

Inner protocol
type.

VXLAN ID

Whether a rule
matches any
inner source IP
addresses.

Inner source
IPv4
information.

Column

type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data
structure

Data type and restrictions

Boolean:

e true—Matches only
non-first fragments.

o false—Matches both
fragments and
non-fragments.

String, case-insensitive.
Length: 0 to 32 characters.

String, case-sensitive.
Length: 1 to 31 characters.

Unsigned integer.

Value range: 1 to 4095.

Members include:

e  VXLAN encapsulation.
e  GRE encapsulation.

. IPINIP encapsulation.

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all
IPv4 protocols.

Unsigned integer

Value range: 0 to 16777215

Boolean:

e true—Matches any
inner source IP
addresses.

o false—Matches the
specified inner source
IP address.

Members include:
° InSrcIPv4Addr.
° InSrcIPv4Wildcard.

Remarks

N/A

N/A

N/A

N/A

N/A

Only the VXLAN

encapsulation supports

this column.

Only the VXLAN

encapsulation supports

this column.

N/A

Only the VXLAN

encapsulation supports

this column.

The two members must

both be specified.



Column
name

InSrcIPv4Add
r

InSrclPv4Wild
card

InDstAny

InDstIPv4

InDstIPv4Add
r

InDstIPv4Wild
card

Column
description

Inner source
IPv4 address.

Wildcard mask
for the inner
source IPv4
address.

Whether a rule
matches any
inner destination
IP addresses.

Inner destination
IPv4
information.

Inner destination
IPv4 address.

Wildcard mask
for the inner
destination IPv4
address.

Column
type

N/A

N/A

N/A

Data
structure

N/A

N/A

Data type and restrictions

String, dotted decimal
notation.

String, dotted decimal
notation.

Boolean:

true—Matches any
inner destination IP
addresses.

false—Matches the

specified inner
destination IP address.

Members include:

InDstIPv4Addr.
InDstIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

Remarks

Example: 1.1.1.1.

This column is available
when the InSrcAny
column is false.

It must be empty when
the InSrcAny column is
true.

Example: 255.255.255.0.

This column is available
when the InSrcAny
column is false.

It must be empty when
the InSrcAny column is
true.

N/A

Only the VXLAN
encapsulation supports
this column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the InDstAny
column is false.

It must be empty when
the InDstAny column is
true.

Example: 255.255.255.0.

This column is available
when the InDstAny
column is false.

It must be empty when
the InDstAny column is
true.



Column
name

InSrcPort

InSrcPortOp

InSrcPortValu
el

InSrcPortValu
e2

InDstPort

InDstPortOp

InDstPortValu
el

InDstPortValu
e2

Column
description

Inner source

port information.

Inner source
port operator.

Start inner
source port.

End inner
source port.

Inner destination
port information.

Inner destination
port operator.

Start inner
destination port.

End inner
destination port.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data type and restrictions

Members include:
. InSrcPortOp.
. InSrcPortValuel.
. InSrcPortValue2.

Boolean:

e  1—It (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.

Value range: 0 to 65536.

Members include:
. InDstPortOp.
e InDstPortValuel.
. InDstPortValue2.

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—aqgt (greater than).
e 4—neq (not equal to).
e  5—range (inclusive

range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.

Value range: 0 to 65536.

Remarks

Only the TCP and UDP
inner protocols support
this column.

The members must be
all specified.

N/A

N/A

When InSrcPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end inner source port is
not available.

Only the TCP and UDP
inner protocols support
this column.

The members must be
all specified.

N/A

N/A

When InDstPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end inner destination
port is not available.



Column
name

InEstablished

Counting

Logging

Comment

Status

Count

Matchlindex

Column
description

Whether a rule
matches flags
indicating the
inner
established
status of a TCP
connection.

Whether to
count the rule
matches.

Whether to log
rule match
events.

Rule comment.

Rule status.

Number of
packets that
match a rule.

Index of the rule
after sorting.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data type and restrictions

Boolean:

. true—Matches the
flags.

e false—Ignores the
flags.

Boolean:

° true—Counts the rule
matches.

° false—Does not count
the rule matches.

Boolean:

e  true—Logs rule match
events.

o false—Does not log rule
match events.

String, case-sensitive.
Length: 1 to 127 characters.
Enumeration:

° 1—Active.
° 2—Inactive.

Unsigned integer.
Value range: 0 to 2% -1

Unsigned integer.
Value range: 0 to 65534.

ACL/IPv4dNamedAdvanceRules

This table contains named IPv4 advanced ACL rule information.

XML structure

<ACL>

<I1Pv4NamedAdvanceRules>

<Rule>

<GrouplIndex></Grouplndex>

<RulelD></RulelD>
<Action></Action>

<Protocol Type></ProtocolType>

<SrcAny></SrcAny>

<SrclPv4>

<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>
</SrclPv4>

<SrcObjectGroup></SrcObjectGroup>

Remarks

Only the TCP inner
protocol supports this
column.

N/A

N/A

N/A

N/A

N/A

N/A



<DstAny></DstAny>
<DstlIPv4>
<DstIPv4Addr></DstIPv4Addr>
<DstlIPv4Wildcard></DstlPv4Wildcard>
</DstlIPv4>
<DstObjectGroup></DstObjectGroup>
<DSCP></DSCP>
<DSCPRange>
<StartDSCP></StartDSCP>
<EndDSCP></EndDSCP>
</DSCPRange>
<Precedence></Precedence>
<TOS></TOS>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP>
<ICMPType></I1CMPType>
<ICMPCode></1CMPCode>
</1CMP>
<Fragment></Fragment>
<TimeRange></TimeRange>
<VRF></VRF>
<QoSLocal ID></QoSLocal ID>
<EncapType></EncapType>
<InProtocolType></InProtocolType>
<VxlanlD></VxlanlD>
<InSrcAny></1InSrcAny>
<InSrclPv4>
<InSrclPv4Addr></1nSrclPv4Addr>
<InSrclPv4Wildcard></InSrclPv4Wildcard>
</InSrclPv4>
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<InDstAny></InDstAny>

<InDstlPv4>
<InDstIPv4Addr></1nDstlPv4Addr>
<InDstlIPv4Wildcard></InDstlPv4Wi ldcard>

</InDstlPv4>

<InSrcPort>
<InSrcPortOp></InSrcPortOp>
<InSrcPortValuel></InSrcPortvValuel>
<InSrcPortValue2></InSrcPortvalue2>

</InSrcPort>

<InDstPort>
<InDstPortOp></InDstPortOp>
<InDstPortValuel></InDstPortvValuel>
<InDstPortValue2></InDstPortvValue2>

</InDstPort>

<InEstablished></InEstablished>

<Counting></Counting>

<Logging></Logging>

<Comment></Comment>

<Status></Status>

<Count></Count>

<MatchlIndex></Matchlndex>

</Rule>

</1Pv4NamedAdvanceRules>

</ACL>
Table description
Item Description
Feature name ACL
Table name IPvdNamedAdvanceRules
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column CO'“".“”. Column Data type and restrictions | Remarks
name description type
String.
Length: 1 to 63 characters.
e ACL name:
Grouplndex ACL name or Index Case-insensitive string | nj/a
number. of 1 to 63 characters.

e ACL number:
String of digits in the
range of 3000 to 3999.
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Column
name

RulelD

Action

ProtocolType

SrcAny

SrclPv4

SrclPv4Addr

SrclPv4Wildc
ard

SrcObjectGro
up

DstAny

DstiPv4

Column
description

Rule ID.

Action on
packets
matching the
rule.

Protocol type.

Whether a rule
matches any
source IP
addresses.

Source IPv4
information.

Source IPv4
address.

Wildcard mask
for the source
IPv4 address.

Source object
group name.

Whether a rule
matches any
destination IP
addresses.

Destination IPv4
information.

Column
type

Index

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data
structure

Data type and restrictions

Unsigned integer.
Value range: 0 to 65534.

Enumeration:
. 1—Deny.
° 2—Permit.

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all
IPv4 protocols.

Boolean:

e true—Matches any
source IP addresses.

° false—Matches the
specified source IP
address.

Members include:

° SrclPv4Addr.

° SrclPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.

Length: 1 to 31 characters.

Boolean:

e true—Matches any
destination IP
addresses.

o false—Matches the
specified destination IP
address.

Members include:

o DstIPv4Addr.

° DstIPv4Wildcard.

Remarks

N/A

N/A

N/A

N/A

The members must both
be specified.

Example: 1.1.1.1.

This column is available
when the SrcAny
column is false.

It must be empty when
the SrcAny column is
true.

Example: 255.255.255.0.

This column is available
when the SrcAny
column is false.

It must be empty when
the SrcAny column is
true.

N/A

N/A

The members must both
be specified.



Column
name

DstIPv4Addr

DstIPv4Wildc
ard

DstObjectGro
up

DSCP

DSCPRange

StartDSCP

EndDSCP

Precedence

TOS

SrcPort

SrcPortOp

SrcPortValue
1

Column
description

Destination IPv4
address.

Wildcard mask
for the
destination IPv4
address.

Destination
object group
name.

DSCP priority.

DSCP priority
range.

Start DSCP
priority of a
DSCP priority
range.

End DSCP
priority of a
DSCP priority
range.

IP precedence.

ToS preference.

Source port
information.

Source port
operator.

Start source
port.

Column
type

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

Data type and restrictions

String, dotted decimal
notation.

String, dotted decimal
notation.

String, case-insensitive.
Length: 1 to 31 characters.

Unsigned integer.
Value range: 0 to 63.

Members include:
. StartDSCP
. EndDSCP

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to 7.

Unsigned integer.
Value range: 0 to 15.

Members include:

. SrcPortOp.

. SrcPortValuel.
. SrcPortValue2.

Boolean:

e  1—It (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Remarks

Example: 1.1.1.1.

This column is available
when the DstAny
column is false.

It must be empty when
the DstAny column is
true.

Example: 255.255.255.0.

This column is available
when the DstAny
column is false.

It must be empty when
the DstAny column is
true.

N/A

N/A

DSCP and DSCPRange
cannot be specified
together.

The end DSCP must be
greater than start DSCP.

N/A

N/A

N/A

Only the TCP and UDP
protocols support this
column.

The members must be
all specified.

N/A

N/A



Column
name

SrcPortValue
2

DstPort

DstPortOp

DstPortValue
1

DstPortValue
2

TcpFlag

ACK

FIN

PSH

Column
description

End source port.

Destination port
information.

Destination port
operator.

Start destination
port.

End destination

port.

TCP flags.

ACK flag in a
TCP packet.

FIN flag in a
TCP packet.

PSH flag in a
TCP packet.

Column
type

N/A

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

Data type and restrictions

Unsigned integer.
Value range: 0 to 65536.

Members include:

. DstPortOp.

. DstPortValuel.
. DstPortValue2.

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).

e 4—neq (not equal to).

e  5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. ACK.
. FIN.

. PSH.
. RST.
. SYN.
. URG.

Unsigned integer.

Value range: 0 or 1.

e 0—ACK flag is not set.
e 1—ACKflag is set.

Unsigned integer.

Value range: 0 or 1.

e  0—FIN flag is not set.
e 1—FIN flag is set.
Unsigned integer.

Value range: 0 or 1.

e 0—PSH flag is not set.
e 1—PSH flag is set.

Remarks

When the SrcPortOp is
5, the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end source port is not
available.

Only the TCP and UDP
protocols support this
column.

The members must be
all specified.

N/A

N/A

When the DstPortOp is
5, the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end destination port is
not available.

N/A

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.



Column
name

RST

SYN

URG

Established

ICMP

ICMPType

ICMPCode

Fragment

TimeRange

VRF

QoSLocallD

Column
description

RST flag in a
TCP packet.

SYNflagin a
TCP packet.

URG flag in a
TCP packet.

Whether a rule
matches flags
indicating the
established
status of a TCP
connection.

ICMP
messages.

Type of ICMP
messages.

Code of ICMP
messages.

Whether a rule
matches only
non-first
fragments.

Time range.

VRF.

Local QoS ID.

Column
type

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

N/A

N/A

33

Data type and restrictions

Unsigned integer.

Value range: 0 or 1.

e 0—RST flag is not set.
e 1 —RSTflagis set.

Unsigned integer.

Value range: 0 or 1.

e 0—SYN flag is not set.
e 1—SYNflag is set.

Unsigned integer.

Value range: 0 or 1.

e 0—URG flag is not set.
e 1—URGflag is set.

Boolean:

° true—Matches the
flags.

o false—Ignores the
flags.

Members include:

. ICMPType.

o ICMPCode.
Unsigned integer.
Value range: 0 to 255.

Unsigned integer.
Value range: 0 to 256.

The value 256 indicates that
no ICMP message code is
specified.

Boolean:

e true—Matches only
non-first fragments.

¢ false—Matches both
fragments and
non-fragments.

String, case-insensitive.
Length: 0 to 32 characters.

String, case-sensitive.
Length: 1 to 31 characters.

Unsigned integer.

Value range: 1 to 4095.

Remarks

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

On a router, the rule
matches TCP connection
packets with the ACK or
RST flag set. On a
switch, the availability
and usage of this column
depend on the device
model.

The members must both
be specified.

Only the ICMP protocol

supports this column.

Only the ICMP protocol
supports this column.

N/A

N/A

N/A

N/A



Column
name

EncapType

InProtocolTyp
e

VxlanID

InSrcAny

InSrcIPv4

InSrcIPv4Add
r

InSrclPv4Wild
card

Column Column
description type
Encapsulation N/A
type.

Inner protocol N/A
type.

VXLAN ID. N/A
Whether a rule

matches any N/A
inner source IP
addresses.

Inner source

IPv4 Data
. . structure
information.

Inner source

IPv4 address. N/A
Wildcard mask

for the inner

source IPv4 N/A
address.

Data type and restrictions

Members include:

e  VXLAN encapsulation.
e  GRE encapsulation.

. IPINIP encapsulation.

Unsigned integer.
Value range: 0 to 256.

The value 256 represents all
IPv4 protocols.

Unsigned integer

Value range: 0 to 16777215

Boolean:

e true—Matches any
inner source IP
addresses.

o false—Matches the
specified inner source
IP address.

Members include:
° InSrcIPv4Addr.
° InSrcIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

Remarks

N/A

Only the VXLAN
encapsulation supports
this column.

Only the VXLAN
encapsulation supports
this column.

N/A

Only the VXLAN
encapsulation supports
this column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the InSrcAny
column is false.

It must be empty when
the InSrcAny column is
true.

Example: 255.255.255.0.

This column is available
when the InSrcAny
column is false.

It must be empty when
the InSrcAny column is
true.



Column
name

InDstAny

InDstIPv4

InDstIPv4Add
r

InDstIPv4Wild
card

InSrcPort

InSrcPortOp

InSrcPortValu
el

Column
description

Whether a rule
matches any
inner destination
IP addresses.

Inner destination
IPv4
information.

Inner destination
IPv4 address.

Wildcard mask
for the inner
destination IPv4
address.

Inner source
port information.

Inner source
port operator.

Start inner
source port.

Column
type

N/A

Data
structure

N/A

N/A

Data
structure

N/A

N/A

Data type and restrictions

Boolean:

true—Matches any
inner destination IP
addresses.

false—Matches the

specified inner
destination IP address.

Members include:

InDstIPv4Addr.
InDstIPv4Wildcard.

String, dotted decimal
notation.

String, dotted decimal
notation.

Members include:

InSrcPortOp.
InSrcPortValuel.
InSrcPortValue2.

Boolean:

1—It (lower than).
2—eq (equal to).
3—aqt (greater than).
4—neq (not equal to).

5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.
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Remarks

N/A

Only the VXLAN
encapsulation supports
this column.

The two members must
both be specified.

Example: 1.1.1.1.

This column is available
when the InDstAny
column is false.

It must be empty when
the InDstAny column is
true.

Example: 255.255.255.0.

This column is available
when the InDstAny
column is false.

It must be empty when
the InDstAny column is
true.

Only the TCP and UDP
inner protocols support
this column.

The members must be
all specified.

N/A

N/A



Column
name

InSrcPortValu
e2

InDstPort

InDstPortOp

InDstPortValu
el

InDstPortValu
e2

InEstablished

Counting

Logging

Column
description

End inner
source port.

Inner destination
port information.

Inner destination
port operator.

Start inner
destination port.

End inner
destination port.

Whether a rule
matches flags
indicating the
inner
established
status of a TCP
connection.

Whether to
count the rule
matches.

Whether to log
rule match
events.

Column
type

N/A

Data
structure

N/A

N/A

N/A

N/A

N/A

N/A

36

Data type and restrictions

Unsigned integer.

Value range: 0 to 65536.

Members include:
. InDstPortOp.
e InDstPortValuel.
. InDstPortValue2.

Boolean:

e 11t (lower than).

e 2—eq (equal to).

e  3—qgt (greater than).
e 4—neq (not equal to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.

Value range: 0 to 65536.

Boolean:
° true—Matches the
flags.

o false—Ignores the
flags.

Boolean:

° true—Counts the rule
matches.

° false—Does not count
the rule matches.

Boolean:
e  true—Logs rule match
events.

e false—Does not log rule
match events.

Remarks

When InSrcPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end inner source port is
not available.

Only the TCP and UDP
inner protocols support
this column.

The members must be
all specified.

N/A

N/A

When InDstPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end inner destination
port is not available.

Only the TCP inner
protocol supports this
column.

N/A

N/A



Column Column Column -
- Data type and restrictions
name description type
String, case-sensitive.
Comment Rule comment. N/A
Length: 1 to 127 characters.
Enumeration:
Status Rule status. N/A . 1—Active.
o 2—Inactive.
Number of Unsigned integer.
Count packets that N/A 64
match a rule. Value range: 0 to 2™ - 1.
Unsigned integer.
Matchindex Index of the rule N/A g g

ACL/IPv6AdvanceRules

after sorting.

Value range: 0 to 65534.

This table contains IPv6 advanced ACL rule information.

XML structure

<ACL>

<IPv6AdvanceRules>

<Rule>

<GrouplD></GrouplD>
<RulelD></RulelD>
<Action></Action>
<ProtocolType></ProtocolType>
<SrcAny></SrcAny>
<SrclPv6>
<SrclIPv6Addr></SrclIPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>
</SrclPv6>
<SrcObjectGroup></SrcObjectGroup>
<DstAny></DstAny>
<DstlPv6>
<DstlIPv6Addr></DstlPv6Addr>
<DstIPv6Prefix></DstIPv6Prefix>
</DstlIPv6>
<DstObjectGroup></DstObjectGroup>
<DSCP></DSCP>
<FlowLabel></FlowLabel>
<RoutingTypeAny></RoutingTypeAny>
<RoutingTypeValue></RoutingTypeValue>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>

37

Remarks

N/A

N/A

N/A

N/A



<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP6>
<ICMP6Type></ICMP6Type>
<ICMP6Code></1CMP6Code>
</ I1CMP6>
<Fragment></Fragment>
<HopTypeAny></HopTypeAny>
<HopTypeValue></HopTypeValue>
<TimeRange></TimeRange>
<VRF></VRF>
<QoSLocal ID></QoSLocal 1D>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>
<Count></Count>
<Matchlndex></Matchlndex>
</Rule>
</IPv6AdvanceRules>
</ACL>

Table description

Item Description
Feature name ACL

Table name IPv6AdvanceRules
Table type Multi-instance table
Row name Rule

Restrictions None
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Columns

Column name

GrouplD

RulelD

Action

ProtocolType

SrcAny

SrclPv6

SrclPv6Addr

SrclPv6Prefix

SrcObjectGroup

DstAny

Column
description

ACL number.

Rule ID.

Action on
packets
matching the
rule.

Protocol type.

Whether a rule
matches any
source IPv6
addresses.

Source IPv6
information.

Source IPv6
address.

Length of the
source IPv6
address prefix.

Source object
group name.

Whether a rule
matches any

destination IPv6

addresses.

Column

type

Index

Index

N/A

N/A

N/A

Data

structure

N/A

N/A

N/A

N/A
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Data type and
restrictions

Unsigned integer.

Value range: 3000 to
3999.

Unsigned integer.

Value range: 0 to 65534.

Enumeration:
. 1—Deny.
. 2—Permit.

Unsigned integer.
Value range: 0 to 256.

The value 256
represents all IPv6
protocols.

Boolean:

e true—Matches any
source IPv6
addresses.

e false—Matches the
specified source
IPv6 address.

Members include:

. SrclPv6Addr.

. SrclPv6Prefix.

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.

Length: 1 to 31
characters.

Boolean:

e true—Matches any
destination IPv6
addresses.

e false—Matches the
specified
destination IPv6
address.

Remarks

N/A

N/A

N/A

N/A

N/A

The two members must
both be specified.

Example: 1:1::1:1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

N/A

N/A



Column name

DstIPv6

DstIPv6Addr

DstIPv6Prefix

DstObjectGroup

DSCP

FlowLabel

RoutingTypeAn
y

RoutingTypeVal
ue

SrcPort

SrcPortOp

SrcPortValuel

Column
description

Destination IPv6
information.

Destination IPv6
address.

Length of the
destination IPv6
address prefix.

Destination
object group
name.

DSCP priority.

Flow label value
in an IPv6
packet header.

Whether a rule
matches any
types of routing
header.

Routing header
type.

Source port
information.

Source port
operator.

Start source
port.

Column
type

Data
structure

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A
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Data type and
restrictions

Members include:

. DstIPv6Addr.
. DstIPv6Prefix.

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.
Length: 1 to 31
characters.

Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to
1048575.
Boolean:

e true—Matches any
types of routing
header.

o false—Matches the
specified type of
routing header.

Unsigned integer.

Value range: 0 to 255.

Members include:

. SrcPortOp.

. SrcPortValuel.
. SrcPortValue2.

Boolean:

e 1t (lower than).
e 2—eq (equal to).
e  3—qt(greater

than).

e 4—neq (not equal
to).

e 5—range (inclusive
range).

Unsigned integer.
Value range: 0 to 65535.

Remarks

The two members must
both be specified.

Example: 1:1::1:1.

This column is available
when the DstAny column
is false.

It must be empty when the

DstAny column is true.

This column is available
when the DstAny column
is false.

It must be empty when the

DstAny column is true.

N/A

N/A

N/A

N/A

N/A

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A



Column name

SrcPortValue2

DstPort

DstPortOp

DstPortValuel

DstPortValue2

TcpFlag

ACK

FIN

Column
description

End source port.

Destination port
information.

Destination port
operator.

Start destination
port.

End destination
port.

TCP flags.

ACK flag in a
TCP packet.

FIN flag in a
TCP packet.

Column
type

N/A

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

41

Data type and
restrictions

Unsigned integer.
Value range: 0 to 65536.

Members include:

. DstPortOp.

. DstPortValuel.
. DstPortValue2.

Boolean:

e 1t (lower than).
e 2—eq (equal to).
e  3—qgt (greater

than).

e 4—neq (not equal
to).

e 5—range (inclusive
range).

Unsigned integer.
Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Members include:

. ACK.
. FIN.

. PSH.
. RST.
. SYN.
. URG.

Unsigned integer.
Value range: 0 or 1.

e 0—ACK flagis not
set.

e 1—ACKflagis set.

Unsigned integer.
Value range: 0 or 1.

e 0—FIN flag is not
set.

e 1—FINflag is set.

Remarks

When the SrcPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end source port is not
available.

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When the DstPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end destination port is not
available.

N/A

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.



Column name

PSH

RST

SYN

URG

Established

ICMP6

ICMP6Type

ICMP6Code

Fragment

Column
description

PSH flag in a
TCP packet.

RST flag in a
TCP packet.

SYNflagin a
TCP packet.

URG flag in a
TCP packet.

Whether a rule
matches flags
indicating the
established
status of a TCP
connection.

ICMPVv6
messages.

Type of ICMPV6
messages.

Code of ICMPv6
messages.

Whether a rule
matches only
non-first
fragments.

Column

type

N/A

N/A

N/A

N/A

N/A

Data

structure

N/A

N/A

N/A
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Data type and
restrictions
Unsigned integer.
Value range: 0 or 1.

e 0—PSH flagis not
set.

e 1—PSHflagis set.

Unsigned integer.
Value range: 0 or 1.

e 0—RSTflagis not
set.

e 1 —RSTflagis set.

Unsigned integer.
Value range: 0 or 1.

e 0—SYN flag is not
set.

e 1—SYNflag is set.

Unsigned integer.
Value range: 0 or 1.

e 0—URG flag is not
set.

e 1—URG flag is set.

Boolean:

e true—Matches the
flags.

e false—Ignores the
flags.

Members include:

. ICMP6Type.
e ICMP6Code.

Unsigned integer.
Value range: 0 to 255.

Unsigned integer.
Value range: 0 to 256.

The value 256 indicates
that no ICMPv6
message code is
specified.

Boolean:

e  true—Matches only
non-first fragments.

. false—Matches

both fragments and
non-fragments.

Remarks

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

On a router, the rule
matches TCP connection
packets with the ACK or
RST flag set. On a switch,
the availability and usage
of this column depend on
the device model.

The members must both
be specified.

Only the ICMPv6 protocol
supports this column.

Only the ICMPV6 protocol
supports this column.

N/A



Column Column Data type and

Column name o L2 Remarks
description type restrictions
Boolean:
e true—Matches any
Whether a rule types of
matched any Hop-by-Hop
HopTypeAny types of N/A Options header. N/A
Hop-by-Hop ¢ false—Matches the
Options header. specified type of
Hop-by-Hop
Options header.
Type of Unsigned integer.
HopTypeValue Hop-by-Hop N/A ] N/A
Options header. Value range: 0 to 255.
String, case-insensitive.
TimeRange Time range. N/A Length: 0 to 32 N/A
characters.
String, case-sensitive.
VRF VRF. N/A Length: 0Oto 31 N/A

characters.

Unsigned integer.
QoSLocallD Local QoS ID. N/A N/A
Value range: 1 to 4095.

Boolean:
Whether to e true—Counts the
Counting count the rule N/A rule matches. N/A
matches. e false—Does not
count the rule
matches.
Boolean:
Whether to log e true—Logs rule
Logging rule match N/A match events. N/A
events. e false—Does not log
rule match events.
String, case-sensitive.
Comment Rule comment. N/A Length: 1 to 127 N/A

characters.

Enumeration:
Status Rule status. N/A . 1—Active. N/A
. 2—Inactive.

Number of Unsigned integer.
Count packets that N/A 64 N/A
match a rule. Value range: 0 to 2™ - 1.
Unsigned integer.
Matchindex Index of t.he rule N/A g g N/A
after sorting. Value range: 0 to 65534.

ACL/IPv6NamedAdvanceRules

This table contains named IPv6 advanced ACL rule information.
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XML structure

<ACL>
<IPv6NamedAdvanceRules>
<Rule>
<GrouplIndex></Grouplndex>
<RulelD></RulelD>
<Action></Action>
<ProtocolType></ProtocolType>
<SrcAny></SrcAny>
<SrclPv6>
<SrclIPv6Addr></SrclIPv6Addr>
<SrclPv6Prefix></SrclPv6Prefix>
</SrclPv6>
<SrcObjectGroup></SrcObjectGroup>
<DstAny></DstAny>
<DstlPv6>
<DstlIPv6Addr></DstIPv6Addr>
<DstIPv6Prefix></DstlPv6Prefix>
</DstlIPv6>
<DstObjectGroup></DstObjectGroup>
<DSCP></DSCP>
<FlowLabel></FlowLabel>
<RoutingTypeAny></RoutingTypeAny>
<RoutingTypeValue></RoutingTypeValue>
<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>
</SrcPort>
<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>
</DstPort>
<TcpFlag>
<ACK></ACK>
<FIN></FIN>
<PSH></PSH>
<RST></RST>
<SYN></SYN>
<URG></URG>
</TcpFlag>
<Established></Established>
<ICMP6>
<ICMP6Type></ICMP6Type>
<ICMP6Code></ICMP6Code>
</1CMP6>
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<Fragment></Fragment>
<HopTypeAny></HopTypeAny>
<HopTypeValue></HopTypeValue>
<TimeRange></TimeRange>
<VRF></VRF>

<QoSLocal ID></QoSLocal ID>
<Counting></Counting>
<Logging></Logging>
<Comment></Comment>
<Status></Status>

<Count></Count>
<Matchlndex></Matchlndex>

</Rule>

</1Pv6NamedAdvanceRules>

</ACL>

Table description

Item

Feature name
Table name
Table type
Row name

Restrictions

Columns

Description
ACL

IPv6NamedAdvanceRules
Multi-instance table
Rule

None

Column name

Grouplndex

RulelD

Action

Column
description

ACL name or
number.

Rule ID.

Action on
packets
matching the
rule.

Column Data type and
type restrictions
String.
Length: 1 to 63
characters.
e ACL name:
Case-insensitive
Index string of 1 to 63
characters.
e ACL number:
String of digits in
the range of 3000 to
3999.

Unsigned integer.
Value range: 0 to 65534.

Index
Enumeration:

N/A e 1—0Deny.
. 2—Permit.
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Remarks

N/A

N/A

N/A



Column name

ProtocolType

SrcAny

SrclPv6

SrcIPv6Addr

SrclPv6Prefix

SrcObjectGroup

DstAny

DstIPv6

DstIPv6Addr

Column
description

Protocol type.

Whether a rule
matches any
source IPv6
addresses.

Source IPv6
information.

Source IPv6
address.

Length of the
source IPv6
address prefix.

Source object
group name.

Whether a rule
matches any
destination IPv6
addresses.

Destination IPv6
information.

Destination IPv6
address.

Column
type

N/A

N/A

Data
structure

N/A

N/A

N/A

N/A

Data

structure

N/A
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Data type and
restrictions
Unsigned integer.
Value range: 0 to 256.

The value 256
represents all IPv6
protocols.

Boolean:

e true—Matches any
source IPv6
addresses.

. false—Matches the
specified source
IPv6 address.

Members include:

. SrcIPv6Addr.

. SrclIPv6Prefix.

Hexadecimal string,
colon-separated.

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.

Length: 1 to 31
characters.

Boolean:

e true—Matches any
destination IPv6
addresses.

. false—Matches the
specified
destination IPv6
address.

Members include:
. DstIPv6Addr.
. DstIPv6Prefix.

Hexadecimal string,
colon-separated.

Remarks

N/A

N/A

The two members must
both be specified.

Example: 1:1::1:1.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

This column is available
when the SrcAny column
is false.

It must be empty when the
SrcAny column is true.

N/A

N/A

The two members must
both be specified.

Example: 1:1::1:1.

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.



Column name

DstIPv6Prefix

DstObjectGroup

DSCP

FlowLabel

RoutingTypeAn
y

RoutingTypeVal
ue

SrcPort

SrcPortOp

SrcPortValuel

SrcPortValue2

Column
description

Length of the
destination IPv6
address prefix.

Destination
object group
name.

DSCP priority.

Flow label value
in an IPv6
packet header.

Whether a rule
matches any
types of routing
header.

Routing header
type.

Source port
information.

Source port
operator.

Start source
port.

End source port.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A
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Data type and
restrictions

Unsigned integer.
Value range: 1 to 128.

String, case-insensitive.

Length: 1 to 31
characters.
Unsigned integer.
Value range: 0 to 63.

Unsigned integer.
Value range: 0 to
1048575.
Boolean:

e true—Matches any
types of routing
header.

o false—Matches the
specified type of
routing header.

Unsigned integer.

Value range: 0 to 255.

Members include:

. SrcPortOp.

. SrcPortValuel.
. SrcPortValue2.

Boolean:

e 1t (lower than).
e 2—eq (equal to).
e  3—qt (greater

than).

e 4—neq (not equal
to).

e 5—range (inclusive
range).

Unsigned integer.
Value range: 0 to 65535.

Unsigned integer.
Value range: 0 to 65536.

Remarks

This column is available
when the DstAny column
is false.

It must be empty when the
DstAny column is true.

N/A

N/A

N/A

N/A

N/A

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When the SrcPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end source port is not
available.



Column name

DstPort

DstPortOp

DstPortValuel

DstPortValue2

TcpFlag

ACK

FIN

PSH

Column
description

Destination port
information.

Destination port
operator.

Start destination
port.

End destination
port.

TCP flags.

ACK flag in a
TCP packet.

FIN flag in a
TCP packet.

PSH flag in a
TCP packet.

Column
type

Data
structure

N/A

N/A

N/A

Data
structure

N/A

N/A

N/A
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Data type and
restrictions

Members include:

. DstPortOp.

. DstPortValuel.
. DstPortValue2.

Boolean:

e 1t (lower than).
e 2—eq (equal to).
e  3—qt (greater

than).

e 4—neq (not equal
to).

e 5—range (inclusive
range).

Unsigned integer.

Value range: 0 to 65535.

Unsigned integer.

Value range: 0 to 65536.

Members include:

. ACK.
. FIN.

. PSH.
. RST.
. SYN.
. URG.

Unsigned integer.
Value range: 0 or 1.

e 0—ACK flagis not
set.

e 1—ACKflagis set.

Unsigned integer.
Value range: 0 or 1.

e 0—FIN flag is not
set.

e 1—FINflag is set.

Unsigned integer.
Value range: 0 or 1.

e 0—PSH flagis not
set.

e 1—PSHflagis set.

Remarks

Only the TCP and UDP
protocols support this
column.

The members must be all
specified.

N/A

N/A

When the DstPortOp is 5,
the value range is 0 to
65535. Otherwise, it can
only be 65536. The value
65536 indicates that the
end destination port is not
available.

N/A

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.



Column name

RST

SYN

URG

Established

ICMP6

ICMP6Type

ICMP6Code

Fragment

HopTypeAny

Column
description

RST flag in a
TCP packet.

SYNflagin a
TCP packet.

URG flag in a
TCP packet.

Whether a rule
matches flags
indicating the
established
status of a TCP
connection.

ICMPV6
messages.

Type of ICMPv6
messages.

Code of ICMPvV6
messages.

Whether a rule
matches only
non-first
fragments.

Whether a rule
matched any
types of
Hop-by-Hop
Options header.

Column

type

N/A

N/A

N/A

N/A

Data

structure

N/A

N/A

N/A

N/A
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Data type and
restrictions
Unsigned integer.
Value range: 0 or 1.

e 0—RSTflag is not
set.

e 1 —RSTflag is set.

Unsigned integer.
Value range: 0 or 1.

e 0—SYN flag is not
set.

e 1—SYNflag is set.

Unsigned integer.
Value range: 0 or 1.

e 0—URG flag is not
set.

e 1—URG flag is set.

Boolean:

e true—Matches the
flags.

e false—Ignores the
flags.

Members include:

. ICMP6Type.
e ICMP6Code.

Unsigned integer.
Value range: 0 to 255.

Unsigned integer.
Value range: 0 to 256.

The value 256 indicates
that no ICMPv6
message code is
specified.

Boolean:

e  true—Matches only
non-first fragments.

. false—Matches

both fragments and
non-fragments.

Boolean:

e true—Matches any
types of
Hop-by-Hop

Options header.

o false—Matches the
specified type of
Hop-by-Hop
Options header.

Remarks

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

Only the TCP protocol
supports this column.

On a router, the rule
matches TCP connection
packets with the ACK or
RST flag set. On a switch,
the availability and usage
of this column depend on
the device model.

The members must both
be specified.

Only the ICMPvV6 protocol
supports this column.

Only the ICMPV6 protocol
supports this column.

N/A

N/A



Column Column Data type and

Column name o L2 Remarks
description type restrictions
Type of Unsigned integer.
HopTypeValue Hop-by-Hop N/A N/A
Options header. Value range: 0 to 255.
String, case-insensitive.
TimeRange Time range. N/A Length: 0 to 32 N/A
characters.
String, case-sensitive.
VRF VRF. N/A Length: 0Oto 31 N/A

characters.

Unsigned integer.
QoSLocallD Local QoS ID. N/A N/A
Value range: 1 to 4095.

Boolean:
Whether to e true—Counts the
Counting count the rule N/A rule matches. N/A
matches. e false—Does not
count the rule
matches.
Boolean:
Whether to log e true—Logs rule
Logging rule match N/A match events. N/A
events. e false—Does not log
rule match events.
String, case-sensitive.
Comment Rule comment. N/A Length: 1 to 127 N/A

characters.

Enumeration:
Status Rule status. N/A . 1—Active. N/A
. 2—Inactive.

Number of Unsigned integer.
Count packets that N/A 64 N/A
match a rule. Value range: 0 to 2™ - 1.
Matchindex Index of the rule Unsigned integer. N/A
after sorting. Value range: 0 to 65534.

ACL/MACRules

This table contains Ethernet frame header ACL rule information.

XML structure

<ACL>
<MACRules>
<Rule>
<GrouplD></GrouplD>
<RulelD></RulelD>
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<Action></Action>

<SrcMACAddr>
<SrcMACAddress></SrcMACAddress>
<SrcMACMask></SrcMACMask>

</SrcMACAddr>

<DstMACAddr>
<DstMACAddress></DstMACAddress>
<DstMACMask></DstMACMask>

</DstMACAddr>

<C0S></C0S>

<Protocol>
<ProtocolType></ProtocolType>
<ProtocolTypeMask></ProtocolTypeMask>

</Protocol>

<LSAP>
<LSAPType></LSAPType>
<LSAPTypeMask></LSAPTypeMask>

</LSAP>

<EncapType></EncapType>

<VxlanlD></VxlanlD>

<InSrcMACAddr>
<InSrcMACAddress></InSrcMACAddress>
<InSrcMACMask></InSrcMACMask>

</InSrcMACAddr>

<InDstMACAddr>
<InDstMACAddress></InDstMACAddress>
<InDstMACMask></InDstMACMask>

</ InDstMACAddr>

<InProtocol>
<InProtocolType></InProtocolType>
<InProtocolTypeMask></InProtocol TypeMask>

</InProtocol>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>

<Status></Status>

<Count></Count>

<MatchlIndex></MatchIndex>

</Rule>
</MACRules>
</ACL>

Table description

Item Description
Feature name ACL
Table name MACRules
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Item Description
Table type Multi-instance table
Row name Rule
Restrictions None
Columns
Column name CO'“”.“”. Column Data type and restrictions Remarks
description type
Unsigned integer.
GroupID ACL number. Index N/A
Value range: 4000 to 4999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
Acti et Enumeration:
. ction on packets
Action matching the rule. | VA s 1—Deny. N/A
. 2—Permit.
Information about Data Members include: The members must
SrcMACAddr th dedsource MAC structure | * SrcMACAddress. both be specified.
adaress. e SrcMACMask.
SrcMACAddres = Source MAC N/A Six groups of two hexadecimal | Example:
s address. digits, hyphen-separated. 00-0c-af-e3-5d-c0.
Mask of the . )
Six groups of two hexadecimal | Example:
SrcMACMask source MAC N/A digits, hyphen-separated. ff-ff-ff-ff-ff-ff.
address.
Information about Data Members include: The members must
DstMACAddr ngesélgatlon structure | ® DstMACAddress. both be specified.
address. e  DstMACMask.
DstMACAddres @ Destination MAC N/A Six groups of two hexadecimal | Example:
S address. digits, hyphen-separated. 00-0c-af-e3-5d-c0.
Mask of the Six groups of two hexadecimal | Example:
DstMACMask destination MAC N/A 1X group pe.
digits, hyphen-separated. ff-ff-ff-ff-ff-ff.
address.
o Unsigned integer.
COS 802.1p priority. N/A N/A
Value range: 0to 7.
) Members include:
Protocol Link layer Data ProtocolT The members must
protocol. structure | * rotocolfype. both be specified.
. ProtocolTypeMask.
_ Hexadecimal string.
ProtocolType I‘I’ype of the link N/A Length: 1 to 4 characters. N/A
ayer protocol.
Value range: 0 to FFFF.
Mask of the link Hexadecimal string.
ProtocolTypeM | .
ask ayer protocol N/A Length: 1 to 4 characters. N/A

type.

Value range: 0 to FFFF.
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Column name

LSAP

LSAPType

LSAPTypeMask

EncapType

VxlanID

InSrcMACAddr

InSrcMACAddr
ess

InSrcMACMask

InDstMACAddr

InDstMACAddr
ess

InDstMACMask

InProtocol

Column
description

LSAP.

Type of LSAP.

Mask of the LSAP
type.

Encapsulation
type.

VXLAN ID

Information about
the inner source
MAC address.

Inner source MAC
address.

Mask of the inner
source MAC
address.

Information about
the inner
destination MAC
address.

Inner destination
MAC address.

Mask of the inner
destination MAC
address.

Inner link layer
protocol.

Column
type

Data
structure

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

Data
structure

N/A

N/A

Data
structure
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Data type and restrictions

Members include:

. LSAPType.

. LSAPTypeMask.
Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Members include:

e  VXLAN encapsulation.
e  GRE encapsulation.

. IPINIP encapsulation.

Unsigned integer

Value range: 0 to 16777215

Members include:
° InSrcMACAddress.
° InSrcMACMask.

Six groups of two hexadecimal
digits, hyphen-separated.

Six groups of two hexadecimal
digits, hyphen-separated.

Members include:
° InDstMACAddress.
° InDstMACMask.

Six groups of two hexadecimal
digits, hyphen-separated.

Six groups of two hexadecimal
digits, hyphen-separated.

Members include:

. ProtocolType.
. ProtocolTypeMask.

Remarks

The members must
both be specified.

N/A

N/A

N/A

Only the VXLAN
encapsulation
supports this
column.

Only the VXLAN
encapsulation
supports this
column.

The members must
both be specified.

Example:
00-0c-af-e3-5d-c0.

Example:
ff-ff-ff-ff-ff-ff.

Only the VXLAN
encapsulation
supports this
column.

The members must
both be specified.

Example:
00-0c-af-e3-5d-c0.

Example:
ff-ff-ff-ff-ff-ff.

Only the VXLAN
encapsulation
supports this



Column name

InProtocolType

InProtocolType
Mask

TimeRange

Counting

Comment

Status

Count

Matchindex

Column
description

Type of the inner

link layer protocol.

Mask of the inner
link layer protocol
type.

Time range.

Whether to count
the rule matches.

Rule comment.

Rule status.

Number of
packets that
match a rule.

Index of the rule
after sorting.

Column
type

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

ACL/MACNamedRules

This table contains named Ethernet frame header ACL rule information.

XML structure

<ACL>

<MACNamedRules>

<Rule>

<GrouplIndex></Grouplndex>

<RulelD></RulelD>
<Action></Action>
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Data type and restrictions

Hexadecimal string.
Length: 1 to 4 characters.

Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.

Value range: 0 to FFFF.

String, case-insensitive.
Length: 1 to 32 characters.

Boolean:

° true—Counts the rule
matches.

° false—Does not count
the rule matches.

String, case-sensitive.

Length: 1 to 127 characters.

Enumeration:
° 1—Active.
° 2—Inactive.

Unsigned integer.
Value range: 0 to 2% -1

Unsigned integer.
Value range: 0 to 65534.

Remarks

column.

The members must

both be specified.

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A



<SrcMACAddr>
<SrcMACAddress></SrcMACAddress>
<SrcMACMask></SrcMACMask>

</SrcMACAddr>

<DstMACAddr>
<DstMACAddress></DstMACAddress>
<DstMACMask></DstMACMask>

</DstMACAddr>

<C0S></C0S>

<Protocol>
<ProtocolType></ProtocolType>
<ProtocolTypeMask></ProtocolTypeMask>

</Protocol>

<LSAP>
<LSAPType></LSAPType>
<LSAPTypeMask></LSAPTypeMask>

</LSAP>

<EncapType></EncapType>

<VxlanlD></VxlanlD>

<InSrcMACAddr>
<InSrcMACAddress></InSrcMACAddress>
<InSrcMACMask></InSrcMACMask>

</InSrcMACAddr>

<InDstMACAddr>
<InDstMACAddress></InDstMACAddress>
<InDstMACMask></InDstMACMask>

</InDstVMACAddr>

<InProtocol>
<InProtocolType></InProtocolType>
<InProtocolTypeMask></InProtocolTypeMask>

</InProtocol>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>

<Status></Status>

<Count></Count>

<MatchlIndex></MatchIndex>

</Rule>
</MACNamedRules>
</ACL>

Table description

Item Description
Feature name ACL

Table name MACNamedRules
Table type Multi-instance table
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Columns

Item Description
Row name Rule
Restrictions None
Column name CO'U“.‘”. Column Data type and restrictions Remarks
description type
String.
Length: 1 to 63 characters.
. ACL name:
Groupindex ACL name or Index Case-insensitive string of | /A
number. 1 to 63 characters.
e ACL number:
String of digits in the
range of 4000 to 4999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
Acti et Enumeration:
. ction on packets
Action matching the rule. N/A s 1—Deny N/A
e 2—Permit.
Information about Data Members include: The members must
SrcMACAddr th dedsource MAC structure | ® SrcMACAddress. both be specified.
address. e  SrcMACMask.
SrcMACAddres = Source MAC N/A Six groups of two hexadecimal | Example:
S address. digits, hyphen-separated. 00-0c-af-e3-5d-c0.
Mask of the . . .
SreMACMask source MAC N/A S_lx_groups of two hexadecimal | Example:
digits, hyphen-separated. ff-ff-ff-ff-ff-ff.
address.
Information about Data Members include: The members must
DstMACAddr miges;(;\atlon structure | * DstMACAddress. both be specified.
address. e  DstMACMask.
DstMACAddres @ Destination MAC N/A Six groups of two hexadecimal | Example:
s address. digits, hyphen-separated. 00-0c-af-e3-5d-c0.
Mask of the Six groups of two hexadecimal | Example:
DstMACMask destination MAC N/A digits, hyphen-separated. - F-E-f-fF.
address.
L Unsigned integer.
COS 802.1p priority. N/A N/A
Value range: 0to 7.
) Members include:
Protocol Link layer Data ProtocolT The members must
protocol. structure | * rotocollype. both be specified.
. ProtocolTypeMask.
. Hexadecimal string.
ProtocolType Type of the link N/A Length: 1 to 4 characters. N/A

layer protocol.
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Value range: 0 to FFFF.



Column name

ProtocolTypeM
ask

LSAP

LSAPType

LSAPTypeMask

EncapType

VxlanID

InSrcMACAddr

InSrcMACAddr
ess

InSrcMACMask

InDstMACAddr

InDstMACAddr
ess

InDstMACMask

Column
description

Mask of the link
layer protocol
type.

LSAP.

Type of LSAP.

Mask of the LSAP
type.

Encapsulation
type.

VXLAN ID

Information about
the inner source
MAC address.

Inner source MAC
address.

Mask of the inner
source MAC
address.

Information about
the inner
destination MAC
address.

Inner destination
MAC address.

Mask of the inner
destination MAC
address.

Column
type

N/A

Data
structure

N/A

N/A

N/A

N/A

Data
structure

N/A

N/A

Data
structure

N/A

N/A
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Data type and restrictions

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Members include:

. LSAPType.

. LSAPTypeMask.
Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.
Value range: 0 to FFFF.

Members include:

e  VXLAN encapsulation.
e  GRE encapsulation.

. IPINIP encapsulation.

Unsigned integer

Value range: 0 to 16777215

Members include:
° InSrcMACAddress.
° InSrcMACMask.

Six groups of two hexadecimal
digits, hyphen-separated.

Six groups of two hexadecimal
digits, hyphen-separated.

Members include:
InDstMACAddress.
° InDstMACMask.

Six groups of two hexadecimal
digits, hyphen-separated.

Six groups of two hexadecimal
digits, hyphen-separated.

Remarks

N/A

The members must
both be specified.

N/A

N/A

N/A

Only the VXLAN
encapsulation
supports this
column.

Only the VXLAN
encapsulation
supports this
column.

The members must
both be specified.

Example:
00-0c-af-e3-5d-c0.

Example:
ff-ff-ff-ff-ff-ff.

Only the VXLAN
encapsulation
supports this
column.

The members must
both be specified.

Example:
00-0c-af-e3-5d-c0.

Example:
ff-ff-ff-ff-ff-ff.



Column name

InProtocol

InProtocolType

InProtocolType
Mask

TimeRange

Counting

Comment

Status

Count

Matchindex

ACL/PfilterDefAction

This table contains information about the default global packet filter actions.

XML structure

<ACL>

Column
description

Inner link layer
protocol.

Type of the inner

link layer protocol.

Mask of the inner
link layer protocol
type.

Time range.

Whether to count
the rule matches.

Rule comment.

Rule status.

Number of
packets that
match a rule.

Index of the rule
after sorting.

<PfilterDefAction>
<DefaultAction></DefaultAction>

Column
type

Data
structure

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Data type and restrictions

Members include:
. ProtocolType.
. ProtocolTypeMask.

Hexadecimal string.
Length: 1 to 4 characters.

Value range: 0 to FFFF.

Hexadecimal string.
Length: 1 to 4 characters.

Value range: 0 to FFFF.

String, case-insensitive.
Length: 1 to 32 characters.

Boolean:

° true—Counts the rule
matches.

. false—Does not count
the rule matches.

String, case-sensitive.
Length: 1 to 127 characters.

Enumeration:
. 1—Active.
. 2—Inactive.

Unsigned integer.
Value range: 0 to 2** - 1.

Unsigned integer.
Value range: 0 to 65534.

Remarks

Only the VXLAN
encapsulation
supports this
column.

The members must

both be specified.

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A



</PfilterDefAction>

</ACL>

Table description

Iltem
Feature name

Description
ACL

Table name PfilterDefAction
Table type Single-instance table
Row name N/A
Restrictions None
Columns
Column name CO'“".“”. Column Data type and restrictions
description type

DefaultAction

Enumeration:
N/A . 1—Permit.
. 2—Deny.

Default packet
filter action

ACL/PfilterApply

This table contains information about packet filter application.

XML structure

<ACL>

<PfilterApply>

<Pfilter>

<AppObjType></AppObjType>

<AppObj Index></AppObj Index>

<AppDirection></AppDirection>

<AppAcliType></AppAclType>

<AppAclGroup></AppAcliGroup>
<HardCount></HardCount>

<InnerEncap></InnerEncap>

<ShareMode></ShareMode>

<AppSequence></AppSequence>

</PFfilter>

</PfilterApply>

</ACL>
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Table description

Iltem
Feature name

Table name
Table type
Row name

Restrictions

Columns

Description
ACL

PfilterApply

Multi-instance table

Column name

AppObjType

AppObjindex

AppDirection

AppAciType

AppAclGroup

Pfilter

None
Column Column
description type
Type of the
application Index
object.
Index of the
application Index
object.
A_ppllc_:atlon Index
direction.
ACL type. Index
ACL name or

Index

number.
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Data type and
restrictions
Enumeration:

. 1—Interface.
. 2—VLAN.

. 3—Global.

Unsigned integer.

Value range: 0 to
4294967295.

Enumeration:
° 1—Inbound.
° 2—OQutbound.

Enumeration:

e 1—IPv4ACL.

e 2—IPv6ACL.

e 3—MACACL.

. 4—User-defined
ACL.

° 5—ACL with the
default action.

String.

Length: 1 to 63

characters.

. ACL name:
Case-insensitive
string of 1 to 63
characters.

e ACL number:
String of digits
valued 0 or in the
range of 2000 to
5999.

Remarks

N/A

The value depends on
the AppObjType column.

3 Interface index if
AppObjType is 1.

e VLANID in the
range of 1 to 4094 if
AppObjType is 2.

e Thevalueis O if
AppObjType is 3.

N/A

e Typeb5is aspecial
ACL.

The value range
depends on the
AppAcIType column.

e 2000 to 3999 if
AppAclType is 1.

e 2000 to 3999 if
AppAciType is 2.

e 4000 to 4999 if
AppAciType is 3.

e 5000 to 5999 if
AppAcIType is 4.

e  0if AppAclType is 5.



Column Column | Data type and

Column name o L Remarks
description type restrictions
Wlhether tr(]) count Enumeration:
rule matches in
HardCount hardware for the N/A e l1—enable. N/A
ACL. . 2—disable.
Match the inner )
packet Enumeration:
InnerEncap information of N/A e 0—None. N/A
encapsulation N 1—VXLAN.
packets.
Boolean:
Whether to apply * true—Apply the ACL
ShareMode the ACL in N/A in sharing mode. N/A
sharing mode. o false—Do not apply
the ACL in sharing
mode.
ACL licati Unsigned integer.
application
AppSequence PP N/A Value range: 1 to N/A

sequence.
4294967295.

ACL/PfilterGroupRuninfo

This table contains running information about packet filter ACLs on application objects.

XML structure

<ACL>
<PfilterGroupRuninfo>
<GroupRunInfo>
<AppObjType></AppObjType>
<AppObj Index></AppObj Index>
<AppDirection></AppDirection>
<AppAcliType></AppAclType>
<AppAclGroup></AppAciGroup>
<AclGroupStatus></AclGroupStatus>
<AclGroupCountStatus></AclGroupCountStatus>
<AclGroupPermitPkts></AclGroupPermitPkts>
<AclGroupPermitBytes></AclGroupPermitBytes>
<AclGroupDenyPkts></AclGroupDenyPkts>

<AclIGroupDenyBytes></AclGroupDenyBytes>
</GroupRuninfo>

</PfilterGroupRuninfo>
</ACL>
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Table description

Iltem

Feature name

Description

ACL

Table name PfilterGroupRunInfo
Table type Multi-instance table
Row name GroupRunInfo
Restrictions None
Columns
Column name CO'U'T‘”. Column Data_ type and Remarks
description = type restrictions
Enumeration:
Type of the .
AppObjType application Index ©  l—interface. N/A
object. * 2—VLAN.
e 3—CGlobal.
The value depends on the
AppObjType column.
] ) e Interface index if
Index of the Unsigned integer. AppObjType is 1.
AppObjindex application ' Index Value range: 0 to e VLANID in the range of
object. 4294967295. 1 to 4094 if
AppObjType is 2.
e Thevalueis O if
AppObjType is 3.
Aoplicati Enumeration:
N pplication
AppDirection direction. Index e 1—Inbound. N/A
e  2—Outbound.
Enumeration:
¢ 1—IPv4ACL. e Type5is a special
e 2—IPV6ACL. ACL. The default action
AppAciType ACL type. Index e 3—MACACL. can be the default MAC
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4—User-defined
ACL.

5—ACL with the
default action.

action, default IPv4
action, or default IPv6
action.



Column name

AppAclGroup

AclGroupStatus

AclGroupCountSt
atus

AclGroupPermitP
kts

AclGroupPermitB
ytes

AclGroupDenyPkt
s

AclGroupDenyByt
es

Column
description

ACL name or
number.

Whether an
ACL is
successfully
applied.

Whether an
ACL with
hardware
counting
enabled is
successfully
applied.

Number of
permitted
packets.

Number of
permitted
bytes.

Number of
denied
packets.

Number of
denied
bytes.

Column
type

Index

N/A

N/A

N/A

N/A

N/A

N/A
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Data type and
restrictions

String.

Length: 1 to 63

characters.

. ACL name:
Case-insensitive
string of 1 to 63
characters.

o ACL number:
String of digits
valued 0 or in the
range of 2000 to

5999.
Enumeration:
. 1—Succeeded.
. 2—Failed.
e 3—Partly
succeeded.
Enumeration:
. 1—Succeeded.
. 2—Failed.
o 3—Partly
succeeded.

Unsigned integer.

Value range: 0 to 2% -1

Unsigned integer.

Value range: 0 to 2% -1

Unsigned integer.

Value range: 0 to 2% -1

Unsigned integer.

Value range: 0 to 2** - 1.

Remarks

The value depends on the
AppAcIType column.

e 2000 to 3999 if
AppAciType is 1.

e 2000 to 3999 if
AppAciType is 2.

e 4000 to 4999 if
AppAciType is 3.

e 5000 to 5999 if
AppAciType is 4.

o 1if AppAciTypeis 4
and the default action is
default MAC action.

o 2if AppAciTypeis 4
and the default action is
default IPv4 action.

o 3if AppAciTypeis 4
and the default action is
default IPv6 action.

N/A

N/A

If the device does not
support match counting for
packet filter,
OxFFFFFFFFFFFFFFFF is
returned.

If the device does not
support match counting for
packet filter,
OxFFFFFFFFFFFFFFFF is
returned.

If the device does not
support match counting for
packet filter,
OxFFFFFFFFFFFFFFFF is
returned.

If the device does not
support match counting for
packet filter,
OxFFFFFFFFFFFFFFFF is
returned.




ACL/PfilterRuleRuninfo

This table contains running information about packet filter ACL rules on application objects.

XML structure

<ACL>
<PfilterRuleRuninfo>
<RuleRuninfo>
<AppObjType></AppObjType>
<AppObj Index></AppObj Index>
<AppDirection></AppDirection>
<AppAcliType></AppAcliType>
<AppAclGroup></AppAcliGroup>
<AppAclRulelndex></AppAclRulelndex>
<AclRuleStatus></AclRuleStatus>
<AclRuleCountStatus></AclRuleCountStatus>
<AclRuleMatchPkts></AclRuleMatchPkts>
<AclRuleMatchBytes></AclRuleMatchBytes>
</RuleRuninfo>
</PfilterRuleRuninfo>
</ACL>

Table description

Item Description
Feature name ACL
Table name PfilterRuleRuninfo
Table type Multi-instance table
Row name RuleRuninfo
Restrictions None
Columns
Column name Co'””?”. Column Data_ type and Remarks
description type restrictions
Enumeration:
Type of the L
AppObjType application Index * l—interface. N/A
object. * 2—VLAN
. 3—Global.
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Column name

AppObjindex

AppDirection

AppAciType

AppAclGroup

AppAclRulelndex

AclRuleStatus

AclRuleCountStatus

AclRuleMatchPkts

Column
description

Index of the
application
object.

Application
direction.

ACL type.

ACL name or
number.

Index of the
ACL rules.

Whether an
ACL rule is
successfully
applied.

Whether an
ACL rule with
hardware
counting
enabled is
successfully
applied.

Number of
matched
packets.

Column
type

Index

Index

Index

Index

Index

N/A

N/A

N/A
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Data type and
restrictions

Unsigned integer.

Value range: 0 to
4294967295.

Enumeration:
° 1—Inbound.
° 2—Outbound.

Enumeration:

. 1—IPv4 ACL.
. 2—IPv6 ACL.
. 3—MAC ACL.

° 4—User-defined
ACL.

String.

Length: 1 to 63

characters.

. ACL name:
Case-insensitive
string of 1 to 63
characters.

° ACL number:
String of digits
valued 0 or in the
range of 2000 to
5999.

Unsigned integer.
Value range: 0 to 65534.

Enumeration:

. 1—Succeeded.

o 2—Failed.

e 3—Partly
succeeded.

Enumeration:

. 1—Succeeded.

. 2—Failed.

o 3—Partly
succeeded.

Unsigned integer.
Value range: 0 to 2% -1

Remarks

The value depends on

the AppObjType

column.

. Interface index if
AppObjType is 1.

e VLANID n the
range of 1 to 4094
if AppObjType is 2.

e Thevalueis O if
AppObjType is 3.

N/A

N/A

The value range
depends on the
AppAcIType column.

e 2000 to 3999 if
AppAclType is 1.

2000 to 3999 if
AppAclType is 2.
4000 to 4999 if
AppAciType is 3.

. 5000 to 5999 if
AppAciType is 4.

N/A

N/A

N/A

If the device does not
support match counting
for packet filter,
OxFFFFFFFFFFFFFFFF
is returned.




Column name

AclRuleMatchBytes

Column Column
description type

Number of

matched N/A

bytes.

ACL/PfilterStatisticSum

This table contains accumulative statistics about an ACL on a specific direction.

XML structure

<ACL>

<PfilterStatisticSum>

<StatisticSum>

<Direction></Direction>
<AclType></AclType>
<AclGroup></AclGroup>

<AclRulelndex></AclRulelndex>

<MatchPackets></MatchPackets>

<MatchBytes></MatchBytes>
</StatisticSum>

</PfilterStatisticSum>

</ACL>

Table description

Data type and

L Remarks
restrictions
If the device does not
Unsigned integer. support match counting

for packet filter,

. 64
Value range: 010 27 - 1. oxFFFFFFFFFFFFFFFF

is returned.

Item
Feature name

Description
ACL

Table name PfilterStatisticSum

Table type Multi-instance table

Row name StatisticSum

Restrictions None

Columns

Column name CO'““.“”. Column Data_ ty_pe and Remarks
description type restrictions
Aoplicati Enumeration:

L pplication
Direction direction Index e 1—Inbound. N/A
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. 2—OQutbound.



Column name

AclType

AclGroup

AclRulelndex

MatchPackets

MatchBytes

Column
description

ACL type

ACL name or
number

Index of the ACL
rules

Number of
matched packets

Number of
matched bytes

ACL/UserRules

This table contains information about user-defined ACL rules.

XML structure

<ACL>
<UserRules>
<Rule>

Column
type

Index

Index

Index

N/A

N/A

Data type and
restrictions

Enumeration:

. 1—IPv4 ACL.
e 2—IPv6ACL.
e 3—MACACL.

. 4—User-defined
ACL.

String.

Length: 1 to 63

characters.

. ACL name:
Case-insensitive
string of 1 to 63
characters.

. ACL number:
String of digits
valued O or in the
range of 2000 to
5999.

Unsigned integer.

Value range: 0 to 65534.

Unsigned integer.

Value range: 0 to 2% 1.

Unsigned integer.

Value range: 0 to 2% 1.

<GrouplD></GrouplD>

<RulelD></RulelD>

<Action></Action>

<L2Rule>
<L2RuleString></L2RuleString>
<L2RuleMask></L2RuleMask>
<L20ffset></L20ffset>

</L2Rule>

<IPv4Rule>
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Remarks

N/A

The value range
depends on the AclType
column.

e 2000 to 3999 if
AclType is 1.

e 2000 to 3999 if
AclType is 2.

e 4000 to 4999 if
AppAclIType is 3.

e 5000 to 5999 if
AppAclIType is 4.

N/A

If the device does not
support match counting
for packet filter,
O0xFFFFFFFFFFFFFFFF
is returned.

If the device does not
support match counting
for packet filter,
OxFFFFFFFFFFFFFFFF
is returned.




<IPv4RuleString></I1Pv4RuleString>
<IPv4RuleMask></1Pv4RuleMask>
<IPv40ffset></1Pv40ffset>

</IPv4Rule>

<IPv6Rule>
<IPv6RuleString></I1Pv6RuleString>
<IPv6RuleMask></1Pv6RuleMask>
<IPv60ffset></IPv60ffset>

</IPv6Rule>

<L4Rule>
<L4RuleString></L4RuleString>
<L4RuleMask></L4RuleMask>
<L40ffset></L40ffset>

</L4Rule>

<L5Rule>
<L5RuleString></L5RuleString>
<L5RuleMask></L5RuleMask>
<L50ffset></L50ffset>

</L5Rule>

<UdfFormat></UdfFormat>

<ProtocolType></ProtocolType>

<SrcAny></SrcAny>

<SrclPv4>
<SrclPv4Addr></SrclPv4Addr>
<SrclPv4Wildcard></SrclPv4Wildcard>

</SrclPv4>

<DstAny></DstAny>

<DstlIPv4>
<DstlIPv4Addr></DstlIPv4Addr>
<DstlIPv4Wildcard></DstlPv4Wildcard>

</DstlPv4>

<SrcPort>
<SrcPortOp></SrcPortOp>
<SrcPortValuel></SrcPortValuel>
<SrcPortValue2></SrcPortValue2>

</SrcPort>

<DstPort>
<DstPortOp></DstPortOp>
<DstPortValuel></DstPortValuel>
<DstPortValue2></DstPortValue2>

</DstPort>

<DSCP></DSCP>

<TimeRange></TimeRange>

<Counting></Counting>

<Comment></Comment>

<Status></Status>

<Count></Count>

</Rule>
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</UserRules>
</ACL>

Table description

g

pattern.
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Length: 2 to the device-specific

upper limit.

Item Description

Feature name ACL

Table name UserRules

Table type Multi-instance table

Row name Rule

Restrictions None

Columns
Column Column description Column Data type and restrictions Remarks
name type
Unsigned integer.
GrouplD ACL number. Index N/A
Value range: 5000 to 5999.
Unsigned integer.
RulelD Rule ID. Index N/A
Value range: 0 to 65534.
Acti et Enumeration:
. ction on packets
Action matching the rule. NIA s 1-—Deny NIA
e 2—Permit.
Specifies that the Members include: The members
offset is relative to the = Data e  L2RuleString.

L2Rule o must all be
beginning of the Layer = structure | o | 2RuleMask. specified
2 frame header. R L20ffset.

String for th tch Hexadecimal string.
. ring for the matc
L2RuleString pattegrn. N/A Length: 2 to the device-specific N/A
upper limit.
Hexadecimal string.
L2RuleMask Match pattern mask. N/A Length: 2 to the device_specific N/A
upper limit.
Offset in bytes after Unsigned in